Indeed SelfService

Indeed SelfService - 310 Web-npunorkeHue, KoTopoe paboTaeT Ha 6a3e IIS. B gaHHOM moayne
NoNb30BaTe/lb MOXeT OCYLLeCTBAATL YpaBieHe CBoMMU ayHTudUKaTopamu.

@ Wndopmauun

®dainbl ana indeed SelfService pacnonoskeHsi: indeed AM 7\Indeed SelfService\<Homep
Bepcumn>\

® Indeed.SelfService-v7.1.0.x64.ru-ru.msi - Maket gna yctaHoBku Indeed SelfService.
® /Misc/Server2012/Indeed.SelfService.lIS.Install.LMSServer2012.ps1 - CkpunT ana
YCTaHOBKM Heobxoanmbix KomnoHeHToB IS cepsepa ana Windows Server 2012.

VYcTaHoBKa

1. BeinonHuTb ycTaHoBKy Indeed SelfService yepes 3anyck nHctannatopa Indeed.SelfService-v7.
1.0.x64.ru-ru.msi

2. [lobaBuTb NpuBA3Ky https B HacTpolikax Default Web Site B IIS Manager.

G} WHpopmauuna

Indeed SelfService senaeTtca Web npunoxeHunem, KoTopoe paboTaeT Ha 6a3e IS, B
npouecce yCTaHOBKM A/18 Hero No yMOA4YaHUIo BKOYaeTca 06a3aTensHo
TpeboBaHue SSL B HacTpolikax, UTo B CBOKO ovepeab TpebyeT BKAOHEHHOM
npuBAsKuK https.

Ecnv Bbl He HaMepeHb! UCNOo/b30BaTb NPOTOKOAN https, HEO6X0ANMO OTKAKUUTL
TpeboBaHue SSL B HacTporikax IIS gna SelfService.

a. 3anyctue lIS Manager v packpoitte nyHkT CaitTel (Sites).
. BoibepuTe caiit Default Web Site 1 HaxmuTe Mpusasku (Bindings) B pasgene feictam
A (Actions).
c. Haxkmute flo6asutb (Add):
i. Tun (Type) - https.

ii. MopT (Port) - 443.

iii. Boibepute SSL-cepTudukat (SSL Certificate).
d. CoxpaHuTe NpuBA3KY.

o

PepakTupoBaHue KoHpUrypaumoHHoro aina.

1. OTKkpoiTe KoHdUrypaumoHHblii dain SelfService Web.config (C:
\inetpub\wwwroot\iidselfservice\Web.config).
2. Ykaxkunte URL ana nogrntoueHuns Kk cepeepy Indeed ana napametpa Url B Tare amAuthServer.

a. Napametp Url - url agpec cepsepa Indeed B8 dpopmaTe http(s)://nonHoe_dns_nma_ce
pBepa/easerver/

@ WHdpopmauun
[LNA NFHOPUPOBAHMA OWIMBOK CepTUdUKaTa cepBepa HeoBX0aNMMO

n3meHuTb napameTp "islgnoreCertErrors” Ha 3HaueHue "true" B daline "app
licationSettings.config" (iidselfservice\Config ).

MNpumep

<amAut hServer Url ="https://anmserv.indeed-id.|ocal/easerver"/>

3. VYkarkunte URL ana nogkntovenuns Kk cepsepy Indeed SAML ans napameTtpa loginUrl B Tare amAu
thentication.

a. NapameTp loginUrl - url agpec cepsepa c ycTaHoBAeHHbIM KoMMoHeHTOM Indeed
SAML idp 8 dopmaTe http(s)://nonHoe_dns_umsa_cepsepa/iidsamlidp/



Mpumep

<amAut henti cati on node="Sam " | ogi nUrl="http://sam . deno.| ocal
/iidsamidp"/>

4. OTKpoWTe KoHdUrypaumoHHbii ¢pann SAML Web.config (C:
\inetpub\wwwroot\iidselfservice\Web.config).

5. Ykaxute URL anqa goctyna K cepeepy SelfService gna napametpa SelfServiceUrl 8 Tare amPart
nerServiceProviderSettings.

a. NMapameTp SelfServiceUrl - url agpec cepsepa c ycTaHOBAEHHbIM KOMMoHeHToM Indeed

SelfService 8 dopmaTe http(s)://nonHoe_dns_nmsa_cepsepa/iidsamlidp/

MNpumep
<amAut henti cati on node="Sam " |ogi nUrl ="http://sanl . deno. | ocal

[iidsam idp"/>

6. MNocne pegakTupoBaHusA KOHOUrypaunoHHbIx darinos nepesanyctuTte lIS cepsep. SelfService
6yaeT goctyneH no agpecy: "http(s)://nonHoe_dns_uma_cepsepa/iidselfservice/"

Bxog B SelfService

1. OTkpoiiTe B 6pay3epe Web nHTepdeiic KoHconu SelfService.
2. BBeguTe gOMEeHHbIN 10rVH 1 Naposib Nosib3oBartens u Haxmute "OK".

besonacHocTb Windows .

iexplore
Brinonuaerca nogrntodenne k saml.demo.local.

| Admin-Indeed |
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Homen: DEMO

[] 3anomuuts yueTHbIE gaHHEIE

oK || OTmena |

3. B noAaBuBLIEMCA OKHe ayTeHTuduKaumm SAML BBeaMTe MMA nosnb3oBaTens B popmaTe:
Mma_agomeHa\nma nonb3oBaTtena u Haxkmute "Next".

demo'|Admin-indeed

4. BbibepuTe cnocob ayTeHTUUKALUN 1 HaxKMUTe "Select".

G} WHdpopmauun

Ecnny nonb3oBaTena HeT 06yyYeHHOro ayTeHTUdKKaTopa, To BoibepuTe "Windows
Password".



NHdopmaumsa

Bbixog B ceccum nonb3osaTenda ns SAML idp He BneyeT 3a CO60W BbIXOA,
nonb3osartena us SelfService, go nepesanycka 6paysepa nan ncTeqeHns CPpoKa
xpaHeHus cookie. Bpemsa xpaHeHuna cookie gna SAML idp - 30 MUHYT.

demol\Admin-indeed

Choose an authenticafion method which you want fo use

Passcode

@ Windows Password
Hardware OTP + Passcode
Hardware TOTP

Back

5. BBeguTe naponb 1 HaxkmuTe "Sing in". Ecnn BBOA AaHHbIX BbiA yCNeLwHbIn, To 0TobpasunTca
KapTo4Ka rnosb3oBaTens.

wozzo @ PR——

Admin Indeed
un Admin-indeed@demo ocal
. demolocalUsersamin indeed

na Admin ndeeg@demo ocal

AyteupuaTops €

E emai ot P a Windows password o
Software TOTP °- a sms ot Co-
E Hardware OTP o a Passcode o
nara pervcrpaunn Kownerrapih
B Hardware TOTP °- pemera "
10002019 130811 qiazeses o-

6. Ona Bbixoga u3 SelfService BbinonHuTe:
a. HaxkmuTe Ha nmA nonb3oBaTess B BepXHel 4acTu OKHa.
b. BbibepuTe "BIATU" 13 BbiNagatoLwero crncka.

G} WHdpopmauuna

Mpw BbIxoAe n3 SelfService nponcxognT aBTOMaTUYeCKUA Bbixoa 13 SAML
idp.

& DEMO\Admin-Indeed «
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