Indeed AM Self Service

Indeed AM Self Service - 3To Web-npunorkeHue, koTopoe paboTtaeT Ha 6a3e IIS. B gaHHOM mogyne

NoMb30BaTesIb MOXKeT OCYLLeCTBAATbL yNpasaeHne CBoOMMU ayHTUdMKaTopamm.

® UHdopmaumna

®annbl gna indeed AM Self Service pacnonor<keHbi: indeed AM\Indeed AM Self
Service\<Homep Bepcnn>\

® IndeedAM.SelfService-x64.ru-ru.msi - MNakeTt gna yctaHoBku Indeed AM Self Service.

YcTaHoOBKa

1. BeinonHuTb ycTaHoBKy Indeed AM Self Service uepes 3anycK nHctannatopa IndeedAM.
SelfService-x64.ru-ru.msi
2. [o6aeuTb NnpmeasKy https B HacTpoinkax Default Web Site B 1IS Manager.

® UHdopmaumna

Self Service asnaeTca Web npunorkeHrem, koTopoe paboTtaeT Ha 6a3e IS, B npouecce
YCTaHOBKM 419 Hero rno ymoi4aHuio BKAo4YaeTca oba3aTenbsHo TpeboBaHme SSL B

HACTPOMKax, YTO B CBOIO o4epeab TpebyeT BK/AUYEHHOM NpnBA3ku https.

Ecnu Bbl He HaMepeHbl NCNO/Ib30BaTb NPOTOKON httpS, HEO6XO,EI,MMO OTKAK4YNTDb

TpeboBaHume SSL B HacTporkax IIS ana Self Service.

a. 3anyctute lIS Manager n packporite nyHKT Caintsl (Sites).
b. BoibepuTte cainTt Default Web Site 1 Ha>kmuTe MpuBAsKku (Bindings) B pasgene feicTeua
(Actions).
c. Haxkmute flobasuTtb (Add):
i. Tun (Type) - https.
ii. MopT (Port) - 443.
iii. BoibepuTe SSL-cepTuduKaT (SSL Certificate).

d. CoxpaHuTe npmnBA3KY.

PeaakTuposaHue KoHpUrypaumoHHoro ¢panna.



® UHdopmauma

[nAa coxpaHeHUs n3mMmeHeHn B KOHUrypaumoHHOM danne NnpunoxkeHus, Tpebyertca

3anyCcTtnTb pegakTop C npaBamMmnm agMmMHMNCTPATOpPaA.

1. OTKpoliTe KoHdUrypaumoHHblin paiin Self Service Web.config (C:
\inetpub\wwwroot\iidselfservice\Web.config).
2. Yraxkunte URL ana nogkntouenms K cepeepy Indeed ana napametpa Url B Tare amAuthServer.
a. Mapametp Url - url agpec cepsepa Indeed B popmate http(s)://
nonHoe_dns_umA_cepsepa/easerver/

® UHdopmauma

[na nrHopmpoBaHnA oLLINMBOK cepTudmMKaTa cepeepa HE0bX0ANMO U3SMEHNTb
napameTp "islgnoreCertErrors” Ha 3HauveHuve "true” B dpaline "applicationSettings.
config" (iidselfservice\Config ).

MNpumep

<amAuthServer Url="https://amserv.indeed-id.local/easerver"/>

3. Ykaxkunte URL ana nogrkniouenms K cepeepy Indeed SAML gna napameTpa loginUrl B Tare
amAuthentication.

a. NMapamertp loginUrl - url agpec cepsepa c yctaHoBneHHbIM KomnoHeHTom Indeed SAML
idp 8 popmaTe http(s)://noaHoe_dns_muma_cepsepa/iidsamlidp/

b. Mapametp enablelLogout (He o6a3aTenbHbIN) - BKAOYAET BO3MOXKHOCTb BbINOAHATH
BbIxog 13 Self Service.

Mpumep

<amAuthentication mode="Saml" loginUrl="http://saml.demo.local/iidsamlidp"
enableLogout="true"/>

4, OTKpoWTe KoHbUrypaumoHHbiii dainn SAML Web.config (C:
\inetpub\wwwroot\iidsamlidp\Web.config).



5. YkaxuTte URL ana goctyna K cepsepy Self Service gna napameTtpa SelfServiceUrl B Tare
amPartnerServiceProviderSettings.

a. Mapamertp SelfServiceUrl - url agpec cepeepa c ycTaHoBMEHHbIM KOMMOHeHToM Indeed
SelfService B popmate http(s)://nonHoe_dns_nma_cepsepa/iidselfservice/

Mpumep

<amPartnerServiceProviderSettings SelfServiceUrl="http://dc.demo.local/iidselfservice/"
EmcServiceUrl="EMC_SERVICE_URL"/>

6. Mocne pegakTpoBaHMa KOHPUrypaLuMoHHbIX darinoB nepesanyctute IS cepsep. SelfService
6yaet goctyneH no agpecy: "http(s)://nonHoe_dns_uma_cepsepa/iidselfservice/"

Bxog B Self Service

1. OTkponTe B 6pay3epe Web nHtepderic koHconum Self Service.
2. B nosBuBLWwemMcs oKHe ayTeHTUdMKaunm SAML HaxkmuTe "Back” gna Bbibopa cnocoba

ayTeHTUdUKaLNK, N0 YMOMYAHNIO NCMO/b3YeTCca NOC/Ae4HUN NCNOMb3yeMblil CNOCO6.

INDEED @
S,

DEMONAmMIn-Indeed

Enter the windows password

Back MNext



3. BbibepuTe cnocob ayTeHTUdMKaLMM U HaxkmuTe "Select”.

® MHudopmaumna

Ecnuy nonb3oBaTensa HeT obyyeHHOro ayTeHTUdMKaTopa, To BoibepuTe "Windows
Password".

NHdopmaumna

Bbixoa B ceccum nonb3osaTtena ns SAML idp He Bne4yeT 3a cob60i BbIXo4 Nosb3oBaTens
n3 Self Service, fo nepesanycKa 6paysepa MM NCTeyeHMs CpoKa XpaHeHuMsa cookie.
Bpema xpaHeHua cookie gna SAML idp - 30 MUHyT.

INDEED @

DEMOWAdmIn-Indeed

Choose an authentication method you want to use
Passcode

@ Windows Password + Passcode
Hardware OTP + Passcode
Hardware TOTP

Select

4. BeeguTe naponb u HaxkmuTe "Sing in". Eciv BBOA AaHHbIX 6b1/1 yCneLwHbIN, To 0To6pa3unTca

KapTO4Ka No/sib30BaTesnAa.

Admin Indeed

Wms y4eTHol 3anuck Admin-Indeed@demo local

Myte demo.locallUsers/Admin Indeed

E-ma Admin-Indeed@demo.local

TenedoH

VICTOPHA BXO0B AyTeHTudukatop €)

Moayne BpemMA Bxoga Cnoco6 exopa
Self Service 16.05.2019 15:44:54 Passcode
Enterprise Management Console 16.05.2019 14:53:39 ‘Windows Token
SAML Identity Provider 16.05.2019 13:15:48 Passcode

RDP Windows Logoen 16.05.2019 11:35:45 Passcode



5. Anna Bbixoga u3 Self Service BbinonHUTE:

NHdopmauua

[aHHana onuma byaeTt akTMBHA ecnu B NyHKTe 3.b pasgena "YcTaHoOBKA'", 6bi1 HAacTpoeH

napameTp enablelogout. Mo ymonyaHuio oTkntoveHa.

a. HaxkmuTe Ha MmA Nonb3oBaTeNa B BepXHen 4acTu OKHa.

b. BbibepuTe "BbIATK" 13 BbiNagatoLLero CNmcka.

@ MHdbopmauumn

Mpwn Bbixoge 13 Self Service nponcxognT aBToMaTMdeckuin Bbixog 13 SAML idp.

& DEMOWdmin-Indeed ~

= BLIATH

INDEED @
Bbl yCreLUHo BEILLM U3 CepBuca camooGeny#ueanna Indeed Enterprise Authentication.
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