Indeed AM AirKey Cloud Server

@ NHdopmaumna

@aninbl gna Indeed AM AirKey Cloud Server pacnonoxeHbl: indeed AM\Indeed AM AirKey
Cloud Server\<Homep Bepcuun>\

® |ndeedAM.AirKey.CloudServer-x64.ru.ru.msi - [NakeT ana yctaHosku Indeed AM AirKey
Cloud Server.

® IndeedAM.AirKey.EventLog.Setup-x64.ru.ru.msi - lakeT gnsa co3gaHna HeobxoaMmom
CTPYKTypbI *KypHana B Windows Evetlog.

® UHdopmauma

Mpun ncnonb3oBaHnu SSL coegnHeHUA HeobxoamMm KOpHeBOW cepTudmKaT u cepTudmKaT
NpoBepKM NoaanHHoCTM Beb cepBepa. [Mpu cosganum ceptuduraTta gna AirKey Cloud Server
B Common Name gonHo 6b1Tb uMA 1nu IP cepeepa, K KOTOpOMy HacTpoeH A0oCTyn anA
npunoxeHnsa Indeed AM Airkey B Tere ServerUrl koHdurypaumonHoro ¢arina cepsepa

AirKey. Ecan B CN ykaszaH IP-agpec, To oH goyKeH 6biTb 63 NpoToKona U NopTa.

VYcTaHOBKa

CozagaHue 6a3bl AaHHbIX 1 NO/ZIb30BaTeNA.

1. OTkponTe SQL Manager Studio.

2. Co3ganTe 6a3y AaHHbIX C MPOM3BO/IbHBIM MMEHEeM.



3. Co3ganTe nonb3oBaTend. Ha Bknaake "General" ykaxkuTe:

a. ima nonb3osaTens.
b. BeibepeTe cnocob ayteHTudmkaumm "SQL Server authentication” n ykaxkute naponb

ANA nonb3oBaTena.
c. OTkntounTe O6FIBGT€I'IbHyI-O CMeHY naponaAa npun cnegyroulem exoge 1 CpoK gencrtema

napons.

Login name: |ak_n:|oud_user |

() Windows authentication
(®) S0L Server authertication

Password: |vlvl|rl-|-|- |

Corfimm password: |unuu |

LI L Bl ot L

Enforce password policy
[ ] Erforce password expiration
[ ] User must change password at next login

4. OtkponTe BKNaaky "User mapping". BoibepeTe co3gaHHyo 6a3y AaHHbIX M YyCTaHOBUTe NpaBa

"db_owner" gn1a nonb3oBartens.

|sers mapped to this login:
Database |ser Default Schema

ale_cloud_user

] model
] madb
[] tempdb

Database role membership for: ak_cloud

[ ] db_accessadmin

[ ] db_backupoperator
[] db_datareader

[] db_datawriter

[] db_ddladmin

[] db_denydatareader
[] db_derydatawriter
db_owner

| | db_secuntyadmin

public




5. Haxxkmute "OK".

YCcTaHOBKM 1 HACTPOMKA KOMMOHEHTa

@ NHdbopmauums

Indeed AM AirKey Cloud Server asnsetca Web npunoxeHnem, KoTopoe paboTaeT Ha baze
lIS, B npouecce ycTaHOBKM A5 Hero rno ymMon4aHuio BKAYaeTcs ob6sa3aTensHo TpeboBaHue

SSL B HacTpolKax, 4To B CBOIO o4epeab TpebyeT BKAOYEHHOM NpmBA3KK https.

1. BeinonHuTe yctaHoBky Indeed AM AirKey Cloud Server yepes 3anyck nHctannatopa
IndeedAM.AirKey.CloudServer-x64.ru.ru.msi.
2. OtkpownTe IIS Manager.

3. BruibepeTe AirKey Cloud Web Site. B okHe "fleiicTBua" BoibepeTe "[IpUBA3KKU..." N Haxkmute "
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4. B okHe "ameHeHWe NpuBA3KM camTa" BbibepeTe SSL cepTndmnkaT c HasHadyeHrem "MpoBepKa

noa/sIMHHOCTU cepBepa’ 1 HaxkmuTe "OK".

M3meHEHWE NPUEAZ KK CAATE ? x
Tum: IP-aapec: MopTw:
https Bce HeHazHaveHHbIE v| |E‘I |
Mra yana:

[] TpeBosaTe obosHaueHne MMEHN CepEEpa

55L-cepTudmkar

ak_samo bt BeiGpate... Bua...

QK CTrena

® UHdopmauumna

[nsa coxpaHeHnAa U3MeHeHU B KoHPUrypaumoHHoM danne npunoxkeHus, Tpebyetcs

3anyCcTUTb PegaKkTop C NpaBamMu agMUHUCTPaTopa.



5. Mpu ncnonb3osanum http nobaBbTe NPUBA3KY C NPON3BOAbHLIM 4OCTYMNHbLIM NOPTOM U

HaskmuTe "OK". B KoHduUrypaumoHHom daitne cepsepa AirKey Web.config (C:

\inetpub\wwwroot\airkeycloud) oTknounTe Tpe6osaHue https. Jna 3T0ro MameHuTe
3HauyeHue c true Ha false gna knoua requireHttps.

Mpumep

<add key="requireHttps" value="false" />

Twn Kma yzna Mopr  IP-agpeca
https 2 *

CEEAEHNA O NEH..

JoGaenTb..

JoBaeneHne npUeAzkKKW calita

Twm: IP-aapec: MopT:
http ~ | |Bce HeHa3HaYEHHBIE v| |SE |
Mma yana:
Mpumep: www.contoso.com waw marketing.contose.com
oK

CTraeHa

6. OTKpoiTe KoHbUrypaunoHHsbIn dan cepeepa AirKey Web.config (C:

\inetpub\wwwroot\airkeycloud).

3akpbITe




7. 3apanTe 3HauveHWe ana nogrkayeHunsa K SQL Server. 1na napameTpa "connectionString” B

Tere "connectionStrings" ykaxunTe cTpoKy NOAKAOYEeHMSA K CO34aHHON ba3e AaHHbIX.

® NHdopmaumna

B paHHoM Bepcum He nogaepxmeaetca Windows ayTeHTUPMKaLmA.

MNpumep
<connectionStrings> <add name="AkDbContext" connectionString="Data Source=AK;

Database=ak_cloud;User Id=ak_cloud_user;Password=0Q1q2E3e4" providerName="System.Data.
SqlClient" /> </connectionStrings>

8. Ona gna napameTpa "value" c kaoyom "ServerUrl" ykaxkmnte URL ana nogkntouenus K AirKey
Cloud Server.
' WHdbopmauua

Mo yMo4aHMIo NCrob3yeTca 3awmueHHoe coeanHerune (MopT no ymonuanuio - 81).

Mpu ncnonb3osaHun http coeamHeHns yKaxumTe nopT oTAnUHbINA oT 80 (MopT 80

MCMNO/b3YeTCA KaK NMopT rno ymondaHuio ans http coeguHennin lIS cepsepa ).

® NHdopmauma

AirKey Cloud Server goneH 6bITb 4OCTYNEH C MOBUALHOro TenedpoHa.

MNpumep
<add key="ServerUrl" value="https://airkeycloud.indeed.local:81" />
npu ncnons3soBaHuu http

<add key="ServerUrl" value="http://airkeycloud.indeed.local:82" />

9. Vkaxute URL ans nogkntouenuna k Log cepeepy Indeed B napameTtpa Url Tera logServer.

MNpumep

<logServer Url="http://logserver.indeed.local/ils/api" CertificateThumbprint=
CertificateFilePath="" CertificateFilePassword="" />

10. CoxpaHuTe nameHeHus 1 BbiNnoAHUTe nepesarpy3ky IS cepeepa.



HacTtpoitka cobbiTuii cepeepa

® WHdopmauma

YcTaHoBKa 1 HacTpoiKa ocylulecTeaseTca Ha Log-cepeepe Indeed.



1. OTkponTe kKaTanor C:\inetpub\wwwroot\ils.

2. OtkpouTe dpaiin clientApps.config.

3. Ana napameTtpa "Schemald" co 3HaueHrem "akcSchema" 3agaliTe mecTo xpaHeHua nor-
dannos. B tere "ReadTargetld" v BnoxkeHHbim Terom "Targetld" Tera "WriteTargets"

YyCTaHOBMTE Heob6XoAMMbIN NapameTp:

@ UHdopmaumna

Mo ymonuaHuio 3agaHo akcEventLogTarget - uteHme 1 3anmcb NnponsBognTCA C

0oTAe/IbHOro *kypHasna cobbitni Windows.

a. akcEventlLogTarget - uteHne 1 3anncb CoBbLITUI COBBLITUI U3 XKypHana cobbITU

Windows.

UHdopmauma

O6asaTenbHa yctaHoBKa IndeedAM.AirKey.EventLog.Setup.msi.

MNpocmoTp cobbITUI ocyLecTBAseTcA B XKypHane cobbiTnii Windows Ha Log-
cepBepe Indeed. [NaHensb ynpaeneHna AgMmuHucTpupoBaHmne lpocmoTp

cobbITuin XKypHanbl npunoxeHnin n cny»xk6 Indeed AirKey Operational

b. akcSqlTarget - uteHune 1 3anncb cobbITMIN COBLITMIA U3 Ba3bl AaHHbIX SQL.

NHdopmaumna

CobbiTna gocTynHbl B Tabanue EventEntities uepes SQL 3anpoc, nmbo c
ncnonb3osaHue APl Indeed AM.

MNpumep

<Application Id="akc" Schemald="akcSchema">
<ReadTargetld>akcSqglTarget</ReadTargetld>

<WriteTargets>
<Targetld>akcSqlTarget</Targetld>
</WriteTargets>
<AccessControl>
<l--<CertificateAccessControl CertificateThumbprint="001122...AA11" Rights="Read"
/>-->
</AccessControl>

</Application>
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