Indeed AM SAML IDP

NHdopmaumna

Mo ymonuanuto Indeed AM SAML IDP HacTpoeH Ha ncnons3oeaHue Windows
ayTeHTUdUKaunK, 419 BHE AOMEHHbIX CLeHapueB TpebyeTca BKAKUYUTL aHOHUMHYIHO

ayTeHTudwmkaumio B IS gna iidsamlidp.

® NHdopmauma

@aiinbl gna indeed SAML IDP pacnonoseHbl: indeed AM\Indeed AM SAML IDP \<Homep

Bepcumn>\

® AM.SAML.IDP-x64.ru-ru.msi - MNakeT ana yctaHoBKku indeed SAML IDP.
® /Misc/Server2012/Indeed.SAML.IIS.Install.MSServer2012.ps1 - CkpunT gnAa yCTaHOBKM

Heobxoanmbix kKomnoHeHToB IIS cepeepa gna Windows Server 2012.

YcTaHoBKa

1. BoinonHuTtb ycTaHoBry Indeed AM SAML IDP uepes 3anyck nHctannatopa AM.SAML.IDP-x64.
ru-ru.msi
2. lobaBuTb NpueA3Ky https B HacTpoirikax Default Web Site B 1IS Manager.

@ NHdopmaumna

Indeed AM SAML IDP asnsetcsa Web npunorkeHnem, KoTopoe paboTtaeT Ha 6a3e IIS, B
npouecce yCTaHOBKM 419 HEro No yMo/4aHu1o BKAKYaeTca 06A3aTenbHo TpeboBaHme

SSL B HacTpolKax, 4To B CBOHO o4epeab TpebyeT BKAOYEHHOM NpmBA3KK https.

Ecan Bbl HE HAMepeHbl UCNOoAb30BaTb NPOTOKOA https, HEOOX0ANMMO OTKNOUUTL

TpeboBaHume SSL B HacTporkax IIS gna SAML IDP.



a. 3anyctute lIS Manager v packporite nyHKT CainTel (Sites).
b. Bei6epuTe caint Default Web Site 1 HaxkmuTe Mpusasku (Bindings) B pasaene [Jeicteuna
(Actions).
c. Haxkmute flo6aBuTtb (Add):
i. Tun (Type) - https.

ii. MopT (Port) - 443.

iii. BoibepuTe SSL-cepTuduKat (SSL Certificate).
d. CoxpaHuTe npnBA3KY.

3. HacTtpouTb genernpoBaHue Kerberos gnsa KomnbioTepa c ycTaHOBAEHHbLIM NPUAOXKEeHMeM

Indeed AM SAML.
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4. [obaeuTb npunoxxeHre SAML B local Internet.



MecTHanA WMHTpacCeTb -

13 Hee, 33AaHHEIE ANA 30HbI NEPAMETPEl DE3oNacHOCTH ByayT

ﬁ"l‘. Bl MoxeTe AobaENATE B 3TY 30HY Beb-CaliThl M yAanATE MX
. i
MMONE30EaTECA ANA BLEX £2 CAWTOE.

AobaEnTe B 30HY CNEQYHOWMIA Y3Em:

| NobaEnTh

Beb-calTh:
http: /fsaml. demo.local ¥ AENMTE
https://saml.demo.local

[ ] Ana ecex caliTo sToii 30HH1 TpebyeToa Npoeepka cepeepoe (hitps:)

PepakTuposaHue koH$puUrypaumoHHoro panna

1. OTKkpoiTe KoHbUrypaumoHHbi daina SAML IDP Web.config (C:
\inetpub\wwwroot\iidsamlidp\Web.config).
2. YrkaxuTte URL ana nogkntoueHns K cepeepy Indeed gna napametpa Url B Tare amAuthServer.
a. NMapameTp Url - url agpec cepeepa Indeed B popmaTe http
(s)://nonHoe_dns_umaA_cepsepa/easerver/

® NHdbopmauumna

Ana urHoprpoBaHuA oWKboK cepTudmKaTa cepeepa HeobxoaMMO N3MEHUTb
napameTp "islgnoreCertErrors" Ha 3HauveHuve "true" B daline "applicationSettings.
config" (iidsamlidp\Config ).

Mpumep

<amAuthServer Url="https://amserv.indeed-id.local/easerver"/>

3. B tere amAuthMethods ykaxuTe ID npoBaingepa B popmare:



a. Ecnm gna Bxoga ncnonb3syetca 1 nposanigep.

Mpumep

<amAuthMethod id="SMSOTP"> <amAuthProviders> <amAuthProvider id="ebb6f3fa-a400-
45f4-853a-d517d89ac2a3" /> </amAuthProviders> </amAuthMethod>



b. Ecnn gnAa Bxoga ncnonb3syeTtca "uenodka” 13 npoeangepos.

UHdopmauma
Ecnm ncnonb3yetca uenodka ¢ Windows Password + npoBaingep:

® \Windows Password 6bin BBEAeH BepHO, MPON3BO/bHbIN NpoBanaep
HeBepHO - B "IcTopunAa BXo4oB" Nosnb3oBaTena byaet oTobparkaTbca
ycnewHbin Bxog B SAML Identity Provider c nomowbto Windows
Password.

® \Windows Password 6bin BBEAEH BepHO, MPON3BO/bHbIN NpoBanaep BepHO
- B "icTopuAa BXo4oB" nosnb3oBaTena byaet oTobparkaTbCa yChneLHbIn

BX0o4 C nomMmoLwbro npOBal?l,u,epa nosib3oBaTenA.

Mpumep

<amAuthMethod id="HOTP_Passcode_SMS">

<amAuthProviders>

<amAuthProvider id="AD3FBA95-AE99-4773-93A3-6530A29C7556" />
<amAuthProvider id="F696F05D-5466-42b4-BF52-21BEE1CB9529" />
<amAuthProvider id="ebb6f3fa-a400-45f4-853a-d517d89ac2a3" />
</amAuthProviders>

</amAuthMethod>

® MapameTp id Tera amAuthMethod - lNponzBonbHOE YHUKaNbHOE 3HaYeHue.

® [lapameTp id Tera amAuthProvider - id ncnons3yemoro nposaigepa.

® MNapameTp id Tera amAuthProvider moxeT nmeTtb pasHbie ID npoBangepos:
{EBB6F3FA-A400-45F4-853A-D517D89AC2A3} - SMS OTP
{093F612B-727E-44E7-9C95-095F07CBB94B} - EMAIL OTP
{F696F05D-5466-42b4-BF52-21BEE1CB9529} - Passcode
{OFA7FDB4-3652-4B55-B0C0O-469A1E9D31F0} - Software OTP
{AD3FBA95-AE99-4773-93A3-6530A29C7556} - HOTP Provider
{CEB3FEAF-86ED-4A5A-BD3F-6A7B6E6OCAOS} - TOTP Provider
{DEEFOCB8-AD2F-4B89-964A-B6C7ECAB0CH8] - AirKeyProvider

{CF189AF5-01C5-469D-A859-A8F2F41ED153} - Windows Password



Mpumep paboTbl paclumpeHns

1. [na ayTeHTudukaumm B SAML otkpoitte URL http(s)://nonHoe_dns_umsa_cepsepa
/iidsamlidp/
2. B noasuBLlemcsa okHe ayTeHTuduKaummn SAML HaxkmuTe "Back” gna Bbibopa cnocoba

ayTeHTUdMKaLMM, N0 YMOAYAHUIO MCNO/b3YeTCs NocAegHUIA UCNonb3yemMblil cnocob.

@ NHdbopmauums

Ecnu goctynHa "lMposepka nogamHHocTy Windows" v BbikAoueHa "AHOHUMHaNA
rnpoBepKa nog/aMHHOCTU" B meTodax ayTeHTudumnkaumm IS, To norvH nons3oBartena
NnoACTaBAAeTCA aBTOMaTUYeCKN 6e3 BO3MOXKHOCTU M3MEeHUTb, M NpobpacbiBaeTca

,D,OMEHHbIl)’I naposib No0Nb30BaTenNnA.

Ecnn ncnonb3yetca "AHOHUMHanA NpoBepKa NOAMMHHOCTK" 1 BbiKoYeHa "[poBepKa
nogauHHocTn Windows", To nosib3oBaTesib MOXKeT M3MeHUTb /I0OrVH 1 noTpebyeTtca

BBO/ AOMEHHOro napons.

INDEED @
S,

DEMOWdmin-Indeed
Enter the windows password

Entar Hhe wirndenae mac ooy
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Back




3. BbibepuTe cnocob ayTeHTUdMKaLMM U HaxkmuTe "Select”.

® MHudopmaumna

Ecnm y nonb3oBaTena HeT 0byyeHHOro ayteHTUdUKaTopa, To Boibepute "Windows
Password".

INDEED @

DEMOVAdmin-Indeed

Choose an authentication method you want to use
Passcode

@ Windows Password + Passcode
Hardware OTP + Passcode
Hardware TOTP



4. BeeguTe naposnb 1 HaxkmuTe "Sing in". Ecan BBoA gaHHbIX 6b1a yCneLHbI, TO npov3ongeT

BXOf,

demolAdmin-indeed

Enter the windows password

28000000

DEMOWdmin-Indeed

You are logged in

Mpumeptbl BHegpeHua pacluMpeHus

1. HacTtpoiika Keycloak ana ayreHtudmkaumm yepes Indeed AM SAML IDP


https://support.indeed-id.ru/Knowledgebase/Article/View/nastroika-keycloak-dlya-autentifikacii-cherez-indeed-am-saml-idp
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