HacTpoiika pa36/10KMpoBKM YCTPOMCTB

Pa3610KMpOBKa YCTPOMCTB peanmsoBaHa B ABYX pekumanx:

1. Pexkum Online nogpasymesaeT, 4To paboyas cTaHUMA Nosb30BaTens, K KOTOpPomn
nogKnt4YeHo 3ab6/10KMpoBaHHOe YCTPOMCTBO, MMeeT coeguHeHue c cepeepom Indeed CM.
CoegviHeHuve c cepBepoM HeOBX0AMMO AnA NpoBeaeHnsa ayTeHTUdMKaLnm nonb3oBaTena
nNpv NOMOLLIM OTBETOB Ha CeKpeTHble BONpochl. [l cBA3M paboymx cTaHumin
nonb3oBaTesnen c cepeepom Indeed CM npu online-pa3zbnoKkmMpoBKe pekomeHayeTca
MCMosb30BaTh 3awmweHHoe coeguHeHue (https).

2. Pazbnokuposka B Offline pexknme ocyuectenaetca onepatopom Indeed CM no
npuHUMNY ayTeHTMdMKaumm Buga sanpoc-oteet (aHrn. challenge-response
authentication mechanism).

Mpu ncyepnaHny 3agaHHoro YmMcna nonbiTok BBoga PIN-koaa, nonb3oBaTens nonyyaet
CcoobLLeHVe 0 TOM, 4TO ero yCTpomncTBo 3aba10KnMpoBaHo. BmecTe c coobleHmem
Nnonb3oBaTesb Nosay4vYaeT YHUKaAbHbIN 16-TW CMMBOAbLHLIN Kog-3anpoc. lNonb3oBaTento
Heobx04MMOo CBA3aTLCA C 0NepaTopomM cucTemsl (Hanpumep, no TenedoHy) n

nogaTeepanTb CBOK INMYHOCTDb.

HacTpolika pa3ba0KMpoBKM YCTPOMNCTB Yepes rpynnoBbie NoAUTUKN

[ns BKAOYeHMa Bo3MoXKHOCTK online-pa36a10KMpoOBKM yCTPOMCTB HAaCTponTe
COOTBETCTBYHLLYH rpynnoByo NOAUTUKY. ITa NOANTUKA A0MKHA PACNpPOCTPaHATLCA HA

paboune cTaHuuuM nonb3oBartenei Indeed CM.

[na nobaBneHns agMMHUCTPATMBHbIX WabnoHoB Indeed-1d BbinoAHUTe Ceaytowme 4encTBUA:

1. CkonupywnTe cogepkmmoe KaTanora IndeedCM.Client\Misc\ B ueHTpanbHOe xpaHuauLe
ADMX-dannos KoHTponnepa gomeHa C:
\Windows\SYSVOL\domain\Policies\PolicyDefinitions.

® Mpun ncnonb3oBaHWKM NOKanbHOro xpaHunuwa ADMX-dalinoB nomecTuTe WabnoHbI
Indeed-Id B C:\Windows\PolicyDefinitions.

2. OTKpoWTe KoHCo/b YripaBneHue rpynnosoit noamtukoi (Group Policy Management).

3. B gepeBe oKHa KOHCO/M CO34alMTe HOBbI 06 beKT rpynnoBon NOANTUKN AN BbibepuTe

CYLLLEeCTBYHOL M.

4. Bbi30BMTE KOHTEKCTHOE MeHHo 1 BbibepuTe nyHKT UameHuTb (Edit).



5. B oTKpbiBlemcAa PegakTope yrnipasneHua rpynnosbiMu noantukamm (Group Policy
Management Editor) Bbi6epuTe KoHourypauma komnbtotepa (Computer Configuration) >
MonuTtukm (Policies) > AaMUHUCTPaTUBHbIE WabnoHbl (Administrative Templates) > Indeed
CM > Client (cm. PucyHok 14).

6. Bkntoumte nonntnky Cepep pas6/10KMPOBKM CMApPT-KapT U YKaXK1Te eé 3Ha4eHus:

© B napameTpe URL cepBuca yKaxkmuTe CCbI/IKY Ha KOMMNOHeHT credprovapi,
pa3smelleHHbIN Ha cepBepe Indeed CM. Hanpumep: https://server.demo.local
/credprovapi

© B napametpe poBepAaTb cepTMdMKaT cepBepa ycTaHoBUTe 3HayveHme [la, ecnm
HeobxoAMMO NPOBOANTbL NPOBEPKY NOAAMHHOCTU cepTUdLMKaTa cepeepa.
YcTaHoBuTe HeT (3HaueHne no ymonyaHuio), eciv NpoBepKy No4NMHHOCTH

npoBOAUTb He TpebyeTcA.

7. CBAXKMTE 3TOT 06BEKT MNOANTUKM C rPYMMon, YieHamMmy KOTOPOM ABAAOTCA paboune

CTaHUuMu nosb3osBaTenen cuctemsl Indeed CM,

8. HaxkmuTe MpumennTtsb (Apply) 1 BbINOAHMTE 06HOBAGHME MNOANTUK.
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PucyHok 14 - Mpynnoeble noantukm Indeed CIM.



B cnyyae He06Xx0AMMOCTM HACTPOMTe A40MN0NAHUTEbHbIe NOUTUKKY, onpegenatoLimne paboTy

cepBuCa pa3baoKNPOBKMY:
3agaTb pa3bAcHeHUs gnAa offline-pa3610KMpoBKM

MNMonuTrKa NprmeHaeTca K pabounm cTaHUMAM Nonb3oBaTesnein. Ecav nonmMTrKa BbliKAOYeHa
WK1 He onpegeneHa, 1o npu offline-pasbnoKknpoBKe ycTpoicTBa TeKCT pasbACHEHUSA B
Credential Provider He oTo6parkaeTcs.

Ecnu nonnTrKa BKAKOYeHa To, npu offline-pas6nokmpoeke yctporctea B Credential Provider
bygeT oToOparkaTbCA YKa3aHHbIM B MOANTUKE TEKCT pa3bACHeHWA. Hanpumep, KOHTaKTHbIN

TenedoH agMmuHucTpaTtopa Indeed CM.
Credential Providers: OTKn04MTb 06epTKy CTaHAApPTHOro NpoBaiigepa cMapT-KapT

MNMonntnka NnpMmeHaeTca K pabourm cTaHuMAaM nonb3oBaTtenen. Ecm nonmMTrKa BblKAOYEHa
W1 He onpegeneHa, Nosb30BaTe b MMeeT BO3MOXKHOCTb BbINOAHUTbL Pa3b/0KMPOBKY CMapT-
KapTbl B CTaHgapTHOM nHTepderice sxoga B OC Windows no cmapT-KapTe.

Ecnan nonnTrKa BKAKYEHA, TO 0TAeNbHasA onuma A1 pa3b10KMPOBKU CMapT-KapThbl byaeT
oTobparkaTbcA Ha 3kpaHe Bxoga B OC. Takaa HAacTpolKa MOXKeT ObiTb MCMO/b30BaHa B
CMTyaLMu, Korga Ha paboyein cTaHuMM ycTaHoBneHo cTopoHHee M0, 3anpewatowee

pa36/10KMPOBKY KapTbl Yepe3 cTaHaapTHbIN Credential Provider.
Credential Providers: CKpbiBaTb onuuio "BeiKalounTb cMapT-KapTty"

MonnTnKa NnpumeHaeTcs K paboyunm cTaHLMAM nonb3oBaTesneln. Ecan NnonnTHKa BbiKAKYeHa
WK1 He onpegesneHa, Nosb30oBaTeslb UMeeT BO3MOXKHOCTb BbINO/HUTb BbIK/HOYeHWe CMapT-
KapTbl B uHTepderce sxoga B OC Windows.

Ecan nonnTrKa BKAKYEHa, TO Onumsa 411 BbIK/AKYEHMA CMapT-KapTbl He byaeT oTobpaxaTbea

Ha aKkpaHe Bxoga B OC.

HacTpolika pa3bnoknpoBku ycTpoincTe BHe gomeHa Windows

B cnyuae, korga cepeep Indeed CM 1 pabouve cTaHUMM NOAb30BaTes1en HAXo04ATCA BHe AOMeHa
Windows, nyTb K Npuno»xeHunto credprovapi Heobxoanmo nponucaTb B peecTpe Karxkgomn
KAMEeHTCKoM paboyeit ctaHumn. s 3Toro cosgaiTe dain peectpa (.reg) co ciegyowmm

cogepsKaHnem:



Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\IndeedCM\Client]
"CredProvAPIURL"=""

"AdminDetails"=""
"DisableServerCertificateChecking"=dword:00000000
"DisableSuspendCP"=dword:00000000
"DisableWrapperCP"=dword:00000000

B napametpe CredProvAPIURL 3againTe agpec npunoxeHusa credprovapi Ha cepsepe Indeed CM.
B napameTtpe AdminDetails 3agaliTe TeKcT pa3bacHeHMA 4nA nosb3oBaTens.

B napametpe DisableServerCertivicateChecking yctaHoeuTe 3HaueHuve 0 (3HaueHue no
YMO4YAHUIO), eC/IM He06X04MMO NPOBOAMTL NPOBEPKY NoANMHHOCTM cepTudmMKaTa cepeepa
Indeed CM. YctanosuTte 1(dword:00000001), ecnv nposepKy NoAMHHOCTY NPOBOAUTL He

TpebyeTcA.

B napametpe DisableSuspendCP yctaHosuTe 3HaueHune 0 (3HauyeHMe No yMon4aHui), ecnv B
nHtepodeince OC HeobxoanmMo oTobparkaTb KHOMKY "BbIKAtOYEeHMe cMapT-KapTbl” UAW 3HaYeHne

1 (dword:00000001), ecnnt KHOMKyY "BbikntoueHne cMapT-KapThl" oTobparkaTb He TpebyeTcs.

B napametpe DisableWrapperCP yctaHosuTe 3HaueHune 0 (3HaueHre no ymon4aHuio), ecnm
HeobX0AMMO BbINOAHATL PA36/10KMPOBKY CMapPT-KapTbl C UCMO/b30BaHMEM CTaH4APTHOMo
Credential Provider. YcTaHoBuTe 3HaueHue 1 (dword:00000001), ecam Heobxoammo

ncnosb3oBaTb oTaenbHbIM Credential Provider.

Hu»xke npueegeH npumep danna gna cepeepa Indeed CM c nmeHem malwmnHebl certificatemanager
SRV, BKAKOUYEHHOM NPOBEpPKOM NOA/MHHOCTY cepTudmKaTa cepeepa, OTKAKYEHHbIM
oTObOparkeHnem KHOMKKN "BbIKAKUUTL CMapT-KapTy" U BKAKYEHHOW onumein pasbaoKMpoBKN

cmapT-KapTbl B oTaensHom Credential Provider Ha skpaHe Bxoga B OC:

Mpumep:
Windows Registry Editor Version 5.00

[HKEY_LOCAL_MACHINE\SOFTWARE\Policies\IndeedCM\Client]
"CredProvAPIURL"="https://certificatemanagerSRV/credprovapi"
"AdminDetails"="CBaxxnTecb C agMUHNCTPATOPOM MO BHyTpeHHemy Homepy 1607"
"DisableServerCertificateChecking"=dword:00000000
"DisableSuspendCP"=dword:00000001

"DisableWrapperCP"=dword:00000001
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