Indeed Access Manager Server c xpaHunuiiem gaHHbix B AD

® UHdopmauma

@aninbl gna indeed AM Server pacnonoxeHbl: indeed AM\Indeed Access Manager
Server\<Homep Bepcumn>\

® IndeedAM.Server-x64.ru-ru.msi - [NakeT gnAa yctaHoBku Indeed AMprise Server 7

® /Misc/Templates - LLIa610HbI NOAUTUK.

® /Misc/AM.KeyGen.exe - YTunnta gna reHepaumm kntoden windpoBaHmnA.

® /Misc/AccessControlinitialConfig/EA.Server.AccessControllnitialConfig.exe - YTunuta
nepBUYHOMN KOHQUrypaumm.

® /Misc/AccessControlinitialConfig/EA.Server.AccessControllnitialConfig.exe.config -
dann 4na HaCTPOMKM YTUANTBLI KOHDUrypauum.

¢ /Misc/AM.Config.Encryptor/EA.Config.Encryptor.exe - YTunuta ana wndposaHua
KOHUrypaunoHHoro danna.

® /Misc/AM.Config.Encryptor/EA.Config.Encryptor.exe/encryptConfigs.bat - CkpunT
ANAa WwndpoBaHMA BCeX CeKUUM KOHPUrypaunoHHoro danna.

® /Misc/AM.Config.Encryptor/EA.Config.Encryptor.exe/decryptConfigs.bat - Ckpunt
ANna pacwndpoBKN BCeX CeKUMN KOHDUIrypaumoHHOro danna.

YcTaHoBKa

® UHdopmaumna

MNocne ycTtaHoBKM cepBepa Indeed AM byaeT npeanorKeHo BbIMNOAHUTb HACTPOMKY C
NMOMOLLbIO MacTepa KoHbUrypaummn gna 3Toro He OTKAYaNTe NnapameTp "3anycTuTb

mMacTep HacTpolku Indeed EA".

1. BbinonHuTb ycTaHoBKy Indeed AM Server yepes 3anyck nHctannatopa IndeedAM.Server-x64.

ru-ru.msi.



2. [o6aeuTb NnpmeasKy https B HacTponkax Default Web Site B 1IS Manager.

® UHdopmaumna

Indeed AM Server sBnsetca Web npunoxeHnem, KoTopoe paboTaeT Ha 6a3e lIS, B
npoLecce yCTaHOBKM A4/18 Hero no ymMoa4aHuio BKAYaeTcsa ob6sa3aTensHo TpeboBaHue

SSL B HacTpolKax, YTo B CBOHO o4epeab TpebyeT BKAUYeHHOM NpmuBa3KK https.

Ecnum Bbl He HaMepeHbl MCMOo/b30BaTb NPOTOKOA https, HEO6X0A4MMO OTKAKUUTL
TpebosaHue SSL B HacTpomnKax lIS gna easerver n B KOHGUrypaunoHHom danne
cepsepa (C:\inetpub\wwwroot\easerver\Web.config) nameHnTs 3HaueHne
napameTpa "requireHttps" Ha "false".

Mpumep

<appSettings> <add key="requireHttps" value="false" /> </appSettings>

Q

. 3anyctute lIS Manager v packpoiite nyHkT CaiTbl (Sites).

o

. BoibepuTe caint Default Web Site n HaxkmuTe Mpusasku (Bindings) B pasgene Jeicrema
(Actions).

c. Haxkmute flo6asuTts (Add):
i. Tun (Type) - https.

ii. MopT (Port) - 443.

iii. BoibepuTe SSL-cepTuduKart (SSL Certificate).

o

. CoxpaHnTe npmBA3Ky.

HacTtpoiika c nomoLbio MmacTepa KoHUrypaumm

UHdopmauma

MaCTep KOHd)l/IrypaLl,l/ll/l Mo ymMoO/T4aHUIO 3anyCcKaeTCcA aBTOMaTn4eCKn nocsie yCtTaHOBKU

Indeed AM Server, ecnv 3anyck He Obls1 OTKAKOYEH NOsib30BaTeem.

[na 3anycka mactepa Bpy4dHyto oTkponTe dann: C:\Program Files\Indeed EA\Wizard\EA.
Server.Wizard.exe



® NHdopmauua

B MacTep BK/IK0YHeHa aBTOMaTnyeCKaA npoesepka BBeAeHHbIX gaHHbIX, B C/1ydae ycnewHoro
BBOAaA - N0NA 6y,£l,yT noacee4vyeHbl 3eq1eHbiM LBeToM, 1 Bbl CMOXeTe I'IQDEI‘/’ITM K Ciegyrouiemy
wary, ec/im gaHHble BBeAeHbl HEKOPPEeKTHO, TO NoA 6y,£],yT noacee4vyeHbl KpaCHbIM, U Bbl HE

cmoXeTe ﬂepeﬁTM K Cnegylouemy wary rnoka He yka>KeTe KOppeKTHble AgaHHble.

1. Ha ware "Mepea Hayanom paboTsl" HaxkmuTe “Aanee”.
2. Ha ware "BoccTaHoBneHWe HacTpoek' Haxkmute “anee”.
3. Ha ware "KaTanor nonb3oBaTenein" ykaxkmte cnegyrolime napameTpbl:

a. Uma gomena (FQDN) - YKasknTe nonHoe nma gomeHa, Hanpumep: domain.local.

b. CepBucHanA y4eTHaA 3anucb - YKaxknTe CepBUCHYHO Y4eTHY0 3anucb, 061a4atoLyro
npaBamMmu 40CTyNa K Nob30BaTebCKOMY KaTasnory. Haxkmute kHonky "UameHuTs" 1
YyKarkuTe Tpebyemble gaHHble y4eTHOM 3anucu.

c. LDAP nyTb K KaTanory - Ykaxkute nyTb K KaTanory c nonb3osatenamu. Haxxkmure

KHOMKY "BbibpaTb" 1 BbibepeTe Tpebyemblli KOHTENHEP UAM AOMEH LLe/IMKOM.

Mepen Hauanom padots Ykawute NapamMeETpel KaTanora NONbL30BaTENER

BoCCTaHOBNSHME HACTDOEK
Wma gomena (FQDN)

Katanor nonszoBatensi

0] MacTep koHdUrypauwm AM Server I;li-

Katanor nons3oBatenem INDEED @

new.loc
ADEHWAMLLE A3HHLIX Mma gomena Active Directory, & KOTOpOM HaXxOAWTCA KETaNor
Microsoft SQL CepBMCHaA yueTHaA 2anuch
Fakou WidpoaaHua new'indeed-users ‘ WMameHuTs...

3 -
}<}_.p'_e;_ BHE i:; CE:’EEF: Yiammre YHETHYHD 3anKCh, GﬁﬂE,JJ,EIPDLIJ'}H'D npasdmi Ha A0CTYN K KaTanory Nonb30EaTenen

CeccmorHkIi cakpet LDAP nyTb Kk kaTanory

LDAP:/ /new.loc/DC=new, DC=loc ‘ Buibpate...

UndposaHme dafna
Yiamoare MyTh K KCIHTEI:"IHEFI}’. B KOTODOM HaXOAATCA NONbL3I0BATENN CHMCTEMBI
MoarsemxasHme

NoNe30EaTSNAMK Tpeﬁ}fETCH BhlﬁpaTb KOpPEeHb AOMEHa,

o ¥kamwuTe KoHTeliHep W nogpazaensHwe Active Directory, B xoTOphix

pacnonarakoTCcA NONBE0OEaTENN  CUCTEMBI Ona DEIEIOTI:-I o BCeMM

< Hazag || Janee > MpumetnTs




4. Ha ware "XpaHunuwie gaHHbIX" BoibepeTe TN xpaHunuwa Active Directory.

a. Uma gomena (FQDN) - YKaskunTe nonHoe nms gomeHa, Hanpumep: domain.local.

b. CepBuCHanA yyeTHas 3anuUCb - YKaxK1Te CepBUCHYIO YHeTHYH0 3anuch, 06n1agatoLLyto
NOMIHLIMW MPaBaMU Ha KOHTeNHep, KOTopbIi ByaeT NCMNo/b30BaTbCA B KavecTee
XpaHunuuwa gaHHbix Indeed. HaxkmunTe KHOMKY "M3MeHNTL" 1 yKarkuTe Tpebyemble
AAHHbIE YYeTHOM 3anuncu.

c. LDAP nyTb K KaTanory - Yka>knte nyTb K KaTanory c nons3osatenamu. Haxkmumre
KHOMKY "BbibpaTh" 1 BbibepeTe Tpebyemblili KOHTeNHep WA AOMEH Lie/IMKOM.

[10) MacTtep koHbKrypauwmm AM Server =

Active Directory IND

Mepen HauanomM pafiore YkanmITe napameTpel NOAKNFOYEHUA K XpaHuaniy Indeed AM

BocoTaRosneHME HAOTDORK
Wma gomena (FQDN)

KaTanor nons3oeaTensi

new.loc
KpaHUIMLLE A3HHEIX Kma gomena Active Directory, B KOTOpOM HaXOAMTCR XpaHWAKLLE
A - p— 3
Active Directory CepBUCHaA YUeTHaA zanuck

Kaeou windpoaaHua newhindeed-storage Wzmerute

Vkammre YHETHYH 383MWCh, CI'5:"IE,JJ,&I‘CILIJ,}|’I‘CI MCAHBIMK NpaEaMK Ha AOCTYN K XPaHWAMLLEY J
CHCTEMBI

KypHansHsIF cepes
g

CecolorHEIR cekpeaT
LDAP nyTe K XpaHWAWLLY A3HHBIX

LDAP:/ /new.loc/OU=indeed-id DC=new,DC=loc Buibpats

MNoareepxasHmne Yrxamute myTe k ofwexTy Active Directory, B KOTOPOM HEXOAATCA AaHHBIE CUCTEME! (Mo
yMOonuaHnee KoHTernep Indeed AM)

UndpozaHme daina

| < Hazag || [anee > | MpumernTs IE

5. War "Kntoy wndposaHma". BoibepeTe anroputm wmndpoBaHua, Haxkmute "CreHepupoBaTtb” U
Haxkmute "fanee".

NHdopmauumna

HacTosaTenbHo pekomeHayeTca BbiMOAHUTL Pe3epBHYH KOMMIO KAKYa WKdpPoBaHMA U

COXPaHUTb B 3allmiieHHomMm mecTe.

6. Ha ware "YKypHanbHbii cepBep” yKarxknTe cnegyroLme gaHHble:



® UHdopmauma

UTobbI npm TectmpoBaHMm coeanHeHMA He BO3HUKA/10 OLLIM6OI-(, Tp86yETCF| MOJ/IHOCTbHO
HaCTpOEHHbIVI nor-cepsep, c HaCTpOQHHOVI 6a3som AAdHHbIX N/ YCTaHOB/1IEHHbIM
KOMIMOHEHTOM EventLog. Ecnm H-(ypHafIbeIVl cepBep HeroToB K pa60Te, Bbl MmOXeTe

NnpPonycTnTb 3TOT LUaAr.



. Agpec XypHanbsHoro cepsepa - URL gna nogkntoueHna k cepsepy B dopmaTe http
(s)://nonHoe_dns_umsa_cepsepa/ils/ , Hanpumep: http://logserver.demo.local/ils/

. CeptudukKar - BoibepeTte cepTuduKaTt 4na HACTPOMKM ABYXCTOPOHHero TLS

coegunHeHuA.

. "XypHanupyemoe nosne obbveKTa Katanora - YKkaxuTte dopmat B KOTopom byaeT

OCyLWecCcTB/AATbCA IorMpoBaHne MMeHm nosib3oBaTenA.

. "KypHanupyemoe none komnbioTepa - Ykaxkute dopmaTt B KOTOpoOm bygeT

ocyLlecTBAATLCA normpoBaHme nonsa "Komnorotep”.

® NHdopmauuna

Ana nornposaHma B popmaTte DNS noTpebyeTca 4onosHUTeNbHAA HAaCTPOMKa

©

XypHanbHbIA cepsep

Mepen Hauanom padots
BoCcTanosneHne HaoTposek
KaTanor nons3ceaTenes
KPEHUAVILE L3HHEIX
Microsoft SQL

Karou WudposaHrA

XypHankHEIM cepeep

C2ColoRHEIA cakpeT
WndposaHue daina

MoaTeepxasH1e

MacTtep koHDUrypauum AM Server

INDEEI
YKkaxWTe napaMeTpsl XyPHANBHOTO CEpBEPa
Apgpec MypHansHoro cepeepa
http/fdc2inew.loc/ils/ Tect

o

URL ana nogkniodeHna k cepeepy B gopmarte hitp(s)//nonnoe_dns_nma_cepsepalils/ ("ils'
E20 NPUACHKEHUA NO YMOA4aHH)

Ceptudmkar
AZAZIFEBZE1635F151AFEET15FAF3B2503A2F208

Bribpate

XypHanupyemoe none o6heKra KaTtanora
JypHanupyemoe none KOMNLHOTEpa

I M

o Ecam MCMNONESYETCA HECKONbKO CEDEEPOB, YEIAXMWTE dapec 53}18HCHPD

| PrincipalMame

HarpyzKu.

< Hazan || Nanee > MpumesuTh E

7. War "CeccnoHHbIV cekpeT". CreHepupyinTe cekpeT 414 NoAnMCcKM TOKeHa, 419 3TOro HaxkmuTte

"CreHepupoBaThk". [locne reHepaunm HaxkmuTe "fanee".


http://logserver.demo.local/ils/

8. War "lndposaHue daina”. Bol morkeTe BbINOAHUTL LWUIMPPOBAHNE HACTPOeK

KOHbUrypaumoHHoro ganna.

UHdopmaumna

B LuenAax noBblilleHnA 6e3onacHoCcTH pexkomeHAyeTCA BbIMO/MIHUTb LLII/Iq)pOBaHVIe

KOHbUrypaumoHHoro ¢panna.

9. War "MogrBepaeHue". YoeanTtecb B KOPPEKTHOCTM YKa3aHHbIX AaHHbIX U HAXKMUTE
"MpumeHuTs".

NHdopmaumna

PekomeHgyeTca cgenaTb pe3epBHYH KoNuo KoHOUrypaumMoHHoro darna, no
ymonyaHuio napameTp "CoxpaHuTb pe3epBHYIO KOMUIO NapamMeTpoB KOH$Urypaumum"
aKTVBEH.

10. War "Pe3ynbTaThl". OcyLlecTBaseTcA NpoBepKa HacTpoeK U TeCcTUpOoBaHMe NogKAYeHNA K
Indeed AM Server.

HacTpoiika agmmHucTpaTopa cmMctemel

NHdopmaumna

NMonb3oBaTens, KOTOprP’I YKa3blBaeTCA B Ka4eCcTBe agMMHNUCTPATOoPa cMcTtemsbl A01>KeH

HaxXoaunTCA B NO/1b30BaTE/IbCKOM KaTasiore.

1. Ha ware "AAMMUHUCTPATOP CUCTEeMbI" 3adaiTe yYeTHYI0 3anncbk agMmnHMcTpaTopa Indeed.

YKa3aHHOM y4eTHOM 3anncK byayT BblAaHbl MepBUYHbIE NPpaBa aAMUHUCTPAToOpa CUCTeMbl.

® UHdopmauma

[nsa HacTpoMKM agMUHMUCTpaTopa TpebyeTca ycTaHoBAeHHbIn Indeed AM Windows
Password, Tak Kak npu Bblgaye nepBMYHbIX NPaB YKa3aHHOMY N0Ab30BaTesto,

ocyuwecTenaeTca ayteHTUdurKauma Ha cepeepe Indeed AM

2. Ha ware "Pe3ynbTaTbl’ 0TOOparkaeTca cTaTyC HACTPOMKU KOHOUrypaLMOHHOro ganna u

CTaTyC HAaCTPOMKM agMUHUCTPATOPa CUCTEMDI.



PyuHana HacTpoiika cuctembl

PepakTupoBaHue koHpUrypaumoHHoro dpanna

® UHdopmaumna

[nAa coxpaHeHUa n3mMeHeHn B KOHGUrypaumMoHHoM danne NnpuaorkeHus, Tpebyetca

3anyCcTUTb pegakTop C NpaBaMn agMUHUCTPaTopa.

OwWwnBKM, BO3HMKLLME Npu pasBepTbiaHum cepsepa AM ( Hanpumep owmnbka B

KOHbUrypaumoHHom daitne ), byayT normposBaThCa MCcxoana 13 HacTpoek LogServer.

[nAa reHepaunmn Knoyen wndpoBaHMa pekomeHayeTca ncnonblosatb yTunmty AM.KeyGen.

exe, BbiIbpaB HeE0H6X0ANMBIN aNropPUTM U3 NPeaoKeHHOro CrmcKa.

UHdopmauma

Ecnu B napone A4na cepBUCHLIX NOb30BaTeNel NCNob3yTCa cieayowme cumeonst: &, *, <,

npo6en, To Naposb CNeayroT YKa3biBaTh Tak:

Cumeon “amnepcaHa” (&) - Mpu ykasaHum napona 408 Nosb3osaTens CMMBOA TpebyeTca

3ameHuTb Ha: &amp; MNpumep: password="Q1q2E3e4&amp;"

CumBon “asoiiHble Kasbluku” (*) - Npu ykasaHum napona 419 Nosb3oBaTensd CMMBO/I
TpebyeTca 3ameHUTb Ha: &quot; Npumep: password="Q1q2E3e4&quot;"

CumBon “MeHsblue” (<) - Mpu yKkasaHuM napona Ana Nonb3oBaTenda CMMBon TpebyeTcs

3ameHnTb Ha: &lt; Mpumep: password="Q1q2E3e4&lt;"

1. OTKkpoWTe KoHbUrypaumoHHbiii dain cepeepa Web.config (C:
\inetpub\wwwroot\easerver\Web.config).

2. [lo6aBUTb CEKPETHbIM K4 419 NoAnncK ToKeHa anda napameTpa "secretKey" Tera "
logonSettings". [NapameTp "secretKey" ncnonb3syetca gna co3gaHua TOKeHa Nonb30BaTens B
dopmaTe "jwt".

Mpumep

<logonSettings secretKey="
67d7ebcaec61d61239dcO0b05f86063ed899931b581faled8140d7843b320fe02"/>



3. 3a,ﬂ,aTb KaTanor nosnb3oBaTtenA cmcrtemsbl, A4s1Aa 3Toro HEO6XO,£I,I/IMO OoTpeaaKTMpPOBATb

napameTpsbl B Tere adUserCatalogProvider:

a. id - Npon3BOAbHbIN YHUKaNbHbIM MAEHTUPMKATOP KaTanora.

b. serverName - nma gomeHa Active Directory, B KOTopom HaxoanTca KaTanor.

c. containerPath - nyTb K KoHTelHepy B Buge Distinguished Name nnu Becb gomeH, ecnu
AN8 XpaHeHna Nosb30BaTesien NCnonb3yeTca BeCb AOMEH.

d. userName - vmA cepBUCHOM y4eTHOM 3anncK gaa NOAKAYEHNA K KaTanory
nonb3oBaTesnen.

e. password - Nnapo/sb CepBNUCHOM y4eTHOM 3annucK KaTasnora nonb3osaTesen B AD.

MNpumep

<adUserCatalogProviders>

<adUserCatalogProvider id="Userld" serverName="indeed-id.local" containerPath="
DC=indeed-id,DC=local" userName="IndeedCatalogUser" password="Q1q2E3e4"/>
</adUserCatalogProviders>

4. YKka3aTb KopHeBon ngeHTudmnKaTop NpoBangepa paboTbl C KaTanorom, HeobxogMmo
oTpepakTupoBaTh aTpmnbyT rootUserCatalogProviderld B Tere userCatalogProviderSettings.
® NHdopmaumna

Mpy UCNONb30BAHMM HECKO/bKUX NO/b30BaTebCKMX KaTasnoros B napameTpe
rootUserCatalogProviderld ykasbiBaeTca 06wwmin naeHTUdUKATOP KaTanoros,

3agaHHbIv B napameTpe id Tera orUserCatalogProvider.

a. rootUserCatalogProviderld - 3agaTb 3HauyeHne, KoTopoe yrKke 6bi10 3a4aH0 B Tare

adUserCatalogProvider B atpubyTe id.

MNpumep

<userCatalogProviderSettings rootUserCatalogProviderld="Userld">



5. 3agaTb XpaHMnuwe gaHHbIX cuctemsbl. na XxpaHmnnuwa gaHHbix B Active Directory
pegakTupyem napameTp rootDbContextld 8 Tere dbContextSettings v napameTpbl B T3re
adDbContext.

a. rootDbContextld - 3agaTb NpoOM3B0OABLHO YHUKaNbHOE 3Ha4YeHne ngeHTndunKkaTopa
XpaHuAmLa.

b. id - 3agaTb 3HaueHMe, KoTopoe yrke 6bis10 3agaHo B Tare rootDbContextid.

c. path - LDAP nyTbe K KoHTelnHepy c gaHHbiMU B Active Directory. PekomeHgyeTca
yKasbiBaTb B popmaTe "serverless binding"(bes »kecTKol npnBA3KM K cepsepy).

d. userName - mMA cepBUCHOM y4eTHOM 3anmcK g1A NOAKNOHEHNA K XPaHUAMLLY.

e. password - Nnaposb CepBUCHOM y4eTHOM 3annucK KaTasnora nonb3osaTesnein B AD.

Mpumep

<dbContextSettings rootDbContextld="IDRepository">

<adDbContexts> <adDbContext id="IDRepository" path="LDAP://indeed-id.local/0OU=Indeed
AM 7,DC=indeed-id,DC=local" userName="IndeedDataUser" password="Q1q2E3e4" />
</adDbContexts> </dbContextSettings>

6. 3a,ﬂ,aTb KoY LIJl/Id)pOBaHMFI OaHHbIX CUCTEMbl. Pe,anTMpyeM napameTpbl B Tere

encryptionSettings.

a. cryptoAlgName - yKkasaTb MCNOAb30BaHHbIN anroputm WndpoBaHUA.
b. cryptoKey - 3HaueHuna kntoua, creHepnMpoBaHHOro yTUANTOMN.
c. certificateThumbprint - Thumbprint cepTudmnkaTta, KoTopbim 3aWMdPpPOBAH KoY

(4TO6bI HEe yUNTLIBATL - HYXKHO y4aNUTb aTpUBbYT).

Mpumep

<encryptionSettings cryptoAlgName="Aes" cryptoKey="
90ce7dbc3ff94a7867abcbb672c23cce2c3717d38af42f04293130cbb68a34ecc2"/>



7. 3agaTb agMuHMUCTpaTopa cmctemsol. PegakTupyem napametp userld Tera

accessControlAdminSettings.
a. userld - nvaeHTdurKaTop Nonb3oBaTena B dopmarte: “<UgeHTUPUKaTOp KaTanora><

HUKHee nogyepkmBaHne><GUID AgmuHuctpatopa Cuctembr>".

MNpumeyaHue
MNonb3oBaTenb A0NXKEH HaX0ANTCA BHYTPW KaTasnora nosb3oBaTtenen.
Mpn NcNonb30BaHNM HECKO/bKMX NOMNb30BATENbCKUX KOHTEMHEPOB ANA <

MoeHTudumKaTop KaTtanora> yKkasbiBaeTtca id KoHTeliHepa B KOTOPOM HaxoauTcs

a4MUHUCTPATOP CUCTeMbl.

MNpumep

<accessControlAdminSettings userld="Userld_84e9ccd9-73a2-43c7-abc6-604a16902037"/>

® NHdopmaumna

Monyuntb GUID moxHo ¢ nomouwbio komaHabl PowerShell. MpegsapuTtensHo

Heobxoanmo ycTaHOBUTbL KoMnoHeHT Remote Server Administration Tools:

Mpumep

Get-ADUser YouUserName -Properties * | Select ObjectGUID

3apgaem url gna nogkntoveHna K nor cepeepy. Pegaktupyem Ter logServer.

1. URL - url ana nogkmouenun k log cepsepy B dopmaTe http(s)://nonHoe_dns_umaA_cepsepa
/ils/api.

MNpumevaHue

Ecnnm Mcnosb3yeTcA HeCKO/IbKO CepBepoB, YKa3biBaeM agpec 6al'|aHCI/IpOBLLI,VII-(a

Harpyskun.

2. CertificateThumbprint - ecnv 3akpbITbIN KNKOY B peecTpe, a cepTUUKAT B XpaHUAMLLE
KOMMblOTEpa.

3. CertificateFilePath - ecnv kntouesas napa B pfx.

4. CertificateFilePassword - naponb oT pfx.



Mpumep

<logServer Url="http://log.indeed-id.local/ils/api/" CertificateThumbprint="" CertificateFilePath=""
CertificateFilePassword=""/>

HacTtpoiika nepBMyHOM KOHPUrypaumm

UHdopmauma

Nonb3oBaTesns, KOTOprIZ VKa3blBaeTCA B Ka4veCTBe agMNHNUCTPATOPa CMcTtemMbl 40/1XKeH
HaxoaunTCA B NO/1b30BaTe/IbCKOM KaTasiore

1. OTKpbITb ANA pegakTuposaHua dann EA.Server.AccessControlinitialConfig.exe.config.

2. PepakTtupoBaTh aTpmbyT key - napameTp value HeobxoamMmo NOCTaBUTL B 3HaYeHue true,
ecnun gnAa aBTopusaumnm mbel XoTum ncnonb3osatse Windows Token.
Ecnu cepBep HAaxXoaMUTCA He B 4OMeHe, eCTb BapUaHT MCMNO/1b30BaTh OAMH U3 C/eayroLmx

npoBangepos: windows password, emailOTP, smsOTP. na 3Toro value 40/1>KHO BbIThb B
nonoxxeHuu false.

<appSettings> <add key="eaServerUrl" value="http://192.168.1.2/easerver/"/> <add key="
isWindowsAuth" value="true"/> </appSettings>

3. 3anycTuTb Ha gomeHHoM mawunHe yTunnTy EA.Server.AccessControlinitialConfig.exe nog
nosb3oBaTesemM, KOTOPOro HeobxoaMmo caenaTb aAMUHUCTPATOPOM CUCTEMbl M KOTOPbIN

NponucaH B KavecTBe agMunHucTpaTopa B Tare accessControlAdminSettings.

P ChUsers\Admin-Indeed\Desktop\indeed EA 7.0\Indeed Enterprise Server,7.0.2\.. |L|i-_

; zymhol {while typing)
: move back to a previous menu {while typing,., but not while choosing menu

ht X .-"'[‘:U_]EH.i_.:J./ﬁ.a-.-':ewer-/
authoriz

#: INDEED-ID“Admin=Indeesd

: AD _abedl192d4d-70b7-4805-8576-67abl34af88d
: Admin Indeed
h: True
: eyJBlelAi0iJEV1GiLCJhbhGe
I JUI'.] 103 JBRFIhHnUBHT kyZCO3IHG

J.J':' .1.'!||..L|1'11.r'!'N1. 0
Userld: AD_abe
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HacTpoiKa HeCKonbKUX rnosib30BaTeIbCKUX KaTasoros



UHdopmauma

Ecnu HacTpolKa HeCKOIbKMX KaTasioroB OCYLLeCcTBAAeTCA B Y»Ke UCMO/b3yemMon cucteme
Indeed (Mocsie Bblga4M NepPBUYHbLIX NPaB 419 agMUHUCTPATOPa CUCTEMBbI), U U3MEeHAeTCA
pacnonoXeHne agMMHUCTPATOpPa CUCTeMbl UAM NpedUKC 3adaHHbIM B NapameTpe "
accessControlAdminSettings" , To noTpebyeTca yganuTb BblgaHHble paHee npasa 1

BbIMNO/IHNTb I'IOBTOprIl\/'I 3anyCK YTUNTDbI I'IepBVI‘-IHOIZ KOHCI)I/II"ypaLI,I/IVI.

[na yganeHna npaB HeOBX0ANMO ya4anuUTb BCe AaHHbIM U3 Tabanubl

DbAccessGroupMembers, pacnonorkeHHol B 6a3e gaHHbIX cnctemsl Indeed.

® UHdopmauma

Ecnu KoHTelMHepbl HAX0AATCA B pa3HbIX goMeHax/necax, To TpebyeTca co3aaTb

nonb30BaTesia A4s1Aa 4YTeHnAa AaHHbIX C KOHTEVIHepa B CBOEM gomeHe/nece.

1. AobasbTe BHyTpu Tera adUserCatalogProviders cTpoku 4nsa nogkntoueHna K KoHTeHepam.

MNpumep

<userCatalogProviderSettings rootUserCatalogProviderld="user">
<userCatalogProviders>
<sqlUserCatalogProviders></sqlUserCatalogProviders>
<adUserCatalogProviders>
<adUserCatalogProvider id="Ad1" serverName="demo.local" containerPath="0U=Indeed_Users,
DC=demo,DC=local" userName="demo\ind-user" password="01q2E3e4" />
<adUserCatalogProvider id="Ad2" serverName="demo.local" containerPath="0U=inDomainUsers,
DC=demo,DC=local" userName="demo\ind-user" password="Q1g2E3e4" />
<adUserCatalogProvider id="Ad3" serverName="inforest.demo.local" containerPath="
OU=UsersInForest,DC=inforest,DC=demo,DC=local" userName="inforest\cataloguser1" password="
Q1g2E3e4" />
<adUserCatalogProvider id="Ad4" serverName="newforest.local" containerPath="
OU=Usersoutforest,DC=newforest,DC=local" userName="newforest\cataloguser2" password="
Q1g2€3e4" />
</adUserCatalogProviders>
</userCatalogProviders>

2. lo6asbTe BHyTpu Tera orUserCatalogProviders ter orUserCatalogProvider c napameTpom id.

UHdopmauma

3HaueHne napameTpa id 4O0/1XKHO COOTBEeTCTBOBATb 3HAYEHUI0 3a4aHHOMY B NMapameTpe

rootUserCatalogProviderld



3. Jo6asbTe BHYyTpu Tera orUserCatalogProvider Ter userCatalogProviders. BHyTpu Tera
userCatalogProviders no6asbTe Teru userCatalogProvider c napameTpom id, B KoTopom
yKa3blBaeTca naeHTMdUKaTop nonb3oBaTenbLCKOro KoOHTeHepa 1 ignoreExceptions co 3HaueHnem

true, gaHHbIN NapameTp UrHopMpyeT OWMBKY NOAKAKYEHMSA K KaTanory, ecim gaHHbIM KaTanor He
AOCTYMEeH.

UHdopmaumna

[aHHble Tern MoryT oTCyTCTBOBaTb B KOHGUrypaumMoHHOM daiine, ecnm paHee 6bi10
BbINO/IHEHO WndpoBaHME KOHPUrypaunoHHoro danna c He 3agaHHbIMU NapameTpamm.

Ecnu Terv oTcyTCTBYHOT, TO 406aBbTE MX BPYUYHY, NONHAA CTPYKTYpa danna npegcrasaeHa
HU¥Ke.

MNpumep

<orUserCatalogProviders>
<orUserCatalogProvider id="user">
<userCatalogProviders>
<userCatalogProvider id="Ad1" ignoreExceptions="true" />
<userCatalogProvider id="Ad2" ignoreExceptions="true" />
<userCatalogProvider id="Ad3" ignoreExceptions="true" />

<userCatalogProvider id="Ad4" ignoreExceptions="true" />
</userCatalogProviders>

</orUserCatalogProvider>
</orUserCatalogProviders>

Mpumep cTpyKTyphl paiina



Mpumep

<accessControlAdminSettings userld="Userld_891f2bb6c-9a55-4ela-bb69b-b4db418f4c4c"/>
<logonSettings secretKey="*****"/>
<userCatalogProviderSettings rootUserCatalogProviderld="user">
<userCatalogProviders>
<sqlUserCatalogProviders>
</sqlUserCatalogProviders>
<adUserCatalogProviders>
<adUserCatalogProvider id="Userld" serverName="new.loc" containerPath="DC=new,
DC=loc"
userName="indeed-users" password="Q1q2E3e4" />
<adUserCatalogProvider id="Userld1" serverName="test.new.loc" containerPath="DC=test,
DC=loc"
userName="indeed-users" password="Q1q2E3e4" />
</adUserCatalogProviders>
</userCatalogProviders>
<combineRules>
<orUserCatalogProviders>
<orUserCatalogProvider id="user">
<userCatalogProviders>
<userCatalogProvider id="Userld" ignoreExceptions="true" />
<userCatalogProvider id="Userld1" ignoreExceptions="true" />
</userCatalogProviders>
</orUserCatalogProvider>
</orUserCatalogProviders>
<andUserCatalogProviders>
</andUserCatalogProviders>
</combineRules>
</userCatalogProviderSettings>

LLindposaHune/PacunppoBaHue KoHpurypaumoHHoro ¢painna

1. 3anycTnTe KOMaHgHY CTPOKY OT nMeHu "AgMUHUCTpaTopa’.

2. B KOMaHAHOW CTPOKe NepenanTe B Nanky C yTUANTOM Ana WwndpoBaHUA.

NHdopmaumna

YTunuta wndpyet cekumm: logServer, logonSettings, userCatalogProviderSettings,
encryptionSettings, dbContextSettings. PekomeHayeTca 3awmdpoBaTh BCe cekuumm.



a. WndpoeaHre/PacwmndpoBaHmne oTaenbHbIX CEKLMN.

[Ona wndpoBaHUA 0TAENBHOM CeKUMU Heob6X04MMO BbINOAHUTL KOMaHAgy Buga: EA.

Config.Encryptor /encrypt "lyTb K KOHUrypaumoHHomy danny cepeepa” "Mma cekumn'

MNpumep
EA.Config.Encryptor /encrypt "C:\inetpub\wwwroot\easerver\Web.config" "logServer"
[nAa pacwumdpoBKU OTALNBHON CEKUMU HE0OX0AMMO BbINOAHUTL KOMaHay Buaa: EA.

Config.Encryptor /decrypt "[lyTb K KOHUrypaunoHHomy dpanny cepsepa” "Vima

cexkymmn"

MNpumep

EA.Config.Encryptor /decrypt "C:\inetpub\wwwroot\easerver\Web.config" "logServer"



WundpoeaHne/PacwmndpoBaHmne Bcex CeKLMi.

[ns wndpoBaHMa Bcex cekumin Heobxoammo 3anyctutb ckpunT encryptConfigs.bat.

min-Ind

min-Ind

inetpub’\wumr

inetpu

inetpu

[ns paclumppoBKM BCex CeKumimi Heobxoammo BbinonHUTb ckpmnT decryptConfigs.bat

\inetpub\

\wwro

\inetpub\uwuwwro

\inetpub\wwro
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