Indeed AM Software OTP Provider

@ 1 MNpoBangepa

{OFA7FDB4-3652-4B55-B0C0O-469A1E9D31F0}

' AnalIndeed AM NPS RADIUS Extension

{B772829C-4076-482B-B9BD-53B55EA1A302}

@ NHdopmaumna

®annbl ana Indeed AM Software OTP Provider pacnonoxensbi: indeed AM\Indeed AM
Providers\Indeed AM Software OTP Provider\<Homep Bepcuun>\

® IndeedAM Software OTP Provider.msi - lNakeT ana yctaHoeku Indeed Software OTP
Provider

® /Misc - ®alinbl WabgoOHOB NOAUTUK.

®annbl gna Indeed Bsp Broker pacnonorxeHsol: indeed AM\Indeed AM Providers\Indeed Bsp
Broker\<Homep Bepcnmn>\

® IndeedAM.AuthProviders.BspBroker.x64.ru-ru.msi - lNakeT gna yctaHoBKku Indeed AM
Bsp Broker

O komnoHeHTe Indeed AM Software OTP Provider

Software OTP Provider - 310 gByxdaKkTopHasa ayTeHTUdMKaLMA, OCHOBAHHAA HA NPOrpamMmMHOM
obecneueHunn. AyTeHTUOMKaATOp NpeacTaBnaeT cobo 04HOPA30BbIN NApP0b, KOTOPbIN
nosb30BaTe b A0/*KeH NpeaoCcTaBUTb B 40MOHEHWE K CBOeMY /IOMMHY 1 Naposto, YToObl NoAyYnTb

A0CTYyN K NPNA0KEeHUHO.

OaHOpa30BbIM MAP0/ib reHepupyeTcsa aBTOHOMHO Ha MObuibHOM ycTponcTee (TenedoH,
cMapTdOH, NAaHLWeT) C MCNo/b30BaHMeM Creumanm3npoBaHHOro npunoskeHma. FeHepauma
04HOPa30BOro Naposa NPoM3BOANTCA HA OCHOBE ABYX NapaMeTpOoB: CEKPETHOro K/ua,

3a4aBaemMoro Ha 3Tane perucTpauum ayTeHTudmMKaTopa 1 TeKyLero BpemMeHu.



TexHonorva ayTeHTMPMKaLMM OCHOBAHA Ha CMCTeMe, rae 4n1A 3a4aHHOro CeKpPeTHOro Kawya
Nnoab30BaTeNnAa B KaXK4bl MOMEHT BPeMeHM CyL,ecTByeT egMHCTBEHHbI BepHbI 04HOPa30BbIN
naposb. Takum obpazom, numes MHGOPMAL MO O CBKPETHOM K/toue, CepBep MOoXKeT NPoBepUTb
nepegaHHbIV NoMb30BaTesIeM 04HOPA30BbIN Napob. na npaBuAbHOro GyHKLUMOHNPOBAHMA
TexXHON0rMM Bpems Ha MobMIbHOM YCTPONCTBE 1 cepBepe ayTeHTUdUKauMM ONXKHO COBMagaTh
(Npv 3ToM gonycKaeTca NorpeLwHoCcTb, BeMYnHa KOTOPOM MOXKeT perynpoBaThCa

aAMUHUCTPATOPOM).

YcTaHoBKa

MNpumeyaHue

[na paboTbl npoBangepa Software OTP Provider TpebyeTca ycTtaHoBKa Indeed AM Bsp

Broker.

®annbl gna Indeed Bsp Broker pacnonorkeHbl: indeed AM\Indeed Providers\Indeed Bsp

Broker\<Homep Bepcumn>\

® IndeedAM.AuthProviders.BspBroker.x64.ru-ru.msi - lNakeT gnAa yctaHoBKku Indeed Bsp

Broker

1. BbinonHuTb ycTaHoBkry Software OTP Provider uepes 3anyck nHctannsatopa Software OTP
Provider.msi.

2. Mocne 3aBepLlUeHNA YCTAHOBKM MOYKeT NoTpeboBaTbhCA Nnepe3arpysKa cmMctemsl. Ecnm
nporpamMmma yCTaHOBKM NpeasaraeT BbiNO/AHUTbL Nepesarpy3Kky, nogTeepaute gaHHoe
aencrteue.

3. YpaneHue/BoccTaHoBAEHME NPOAYKTA OCYLLeCTBAAeTCA CTaHA4APTHbIM 418

nogaepkmneaembix OC cnocobom, yepes meHto MaHenb ynpasneHus.

HacTtpoiika napameTpoB ayTeHTUdMKaL MM

® WHdopmauma

MNepeg HAaCTPOMKOM rpynnoBoM NOAUTUKM HEOBX0AMMO A06aBUTbL B CNNCOK
AAMUHUCTPATUBHbIX WA6/0HOB WaboHbl NoAnTuK Indeed AM. ®aiinbl WabnoHOB NOANTUK

BXOAAT B COCTAaB ANCTPMBYTMBa NpoBanaepa 1 pacrnosioxKeHbl B KaTasore Misc.



lNpumeyaHue

HacTpolika nonnTtnk Heobxoarma gna noBblweHnA ypoBHA 6e3onacHocTu. OgHako
nosiHoueHHas paboTa Software OTP Provider Bo3mMoXHa 1 CO 3HaYeHMAMU NMOANTUK,

onpegeneHHbIMn1 N0 YMOAYAHUIO

®* Bpemsa geiAcTBUA O4HOPA30BOro NaposA
MNonuTrKa onpegenaeT, KAKUM A40XKeH BbITb MUHMMA/bHbIN Nepunog gencTeua
04HOpPa30BOro NaposaAa npu obydeHuu. Neprog 3agaeTca uenbim ymucaom ot 3 go 18, rae 3
COoOTBETCTBYeT BpemeHHoMy npomexkyTKy B 30 cekyHg (+/- 15 cekyHa). Ecam nonnTtuka He
onpegesneHa, No yMoA4YaHMIO MCNOAb3yeTca 3HadeHne 6.

* MuHuManbHana gnvHa PIN-koaa
MonnTnka NnosBonaeT 3a4aTb MUHMMA/IbHOE KONMYECTBO CUMBO/I0B, M3 KOTOPbLIX A40/XKeH

coctoAaTb PIN-kog. JonycTumbin gnanasoH oT 4 go 25 cumeooB.

* (Qopmat umeHu

UHdopmauma

MonnTuka npumeHseTca K cepeepam ¢ yctaHoBneHHon Admin Console KOHCObIO.
Ecnv nonnTUKa He 6bina NpumMeHeHa, B KadecTee umeHn OTP akkayHTa byaeT

MCrnosib30BaTbCA MMA NOJ/Ib30BaTenA.

MNoauTnKa nossonaeT 3agaTb NapameTp Mosb3oBaTena B Kayectee umeHn OTP-akKkayHTa,
KoTopbIn byaeT nepegaBaTbcA B QR-Koge. BoamorkHbie napameTpbl: CanonicalName,
PrincipalName, SamCompatibleName, DistiguishedName.



FE] ®opmar umenn
Mpeasayumni napameTp Crenyolmid napaMeTp

() He saaaHo KonmmeHTapuia: -
(® BraroueHo
() CrenroueHo W
TpeBoBanus K BEpCUlt | \Windows XP 1 Gonee MO3AHWE BERCHN A
b
MapameTpe: Cnpaeka:
®opwat umeri: | CanonicalName y 'I"DPMET.HMEHH. BosmomHbIE 3HAYEHUA f
» CanonicalMame,
» PrincipalMame,
» samCompatibleMame,
» DistinguishedMame.
L]
| | oK CrmeHa MpumeHrTE

Google Authenticator

751 821 DistinguishedName

Indeed-1d:CN=Admin Adminov,OU=IndeedCatalog,DC=indeed-test,DC=com \

141 593 CanonicalName

Indeed-Id:indeed-test.com/IndeedCatalog/Admin Adminov
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