Tpe6oaHua Indeed AM AirKey Cloud Server

@ NHdopmaumna

CepBep nogaeprrBaeT paboTy BHe gOMeHa.

MNporpammHble TpeboBaHMA

OnepaunoHHasa cuctema:

® \Windows Server 2012/2012 R2 x64
® Windows Server 2016 x64
® Windows Server 2019 x64

Internet Information Services 7.0 v BbiLwe co ciegyrOLWMMN MOGYNAMMU:

® (CraTtuuyeckoe cogepskumoe (Static Content)

® [lepenanpasneHue HTTP (HTTP Redirection)

® ASP.NET

® Pacwupsaemoctsb .NET (.NET Extensibility)

® Pacwupenusn ISAPI (ISAPI Extensions)

® QunbTpsl ISAPI (ISAPI Filters)

® \Windows-nposepka noganHHoctv (Windows Authentication)

® KoHcosnb ynpasneHus cayskb6amu IS (IS Management Console)
KomnoHeHTbl Microsoft:

® Microsoft .NET Framework 4.5.2
Microsoft SQL Server:

® Microsoft SQL Server 2012 SP2 Bcex pegakuui
® Microsoft SQL Server 2014 Bcex pegakuni
® Microsoft SQL Server 2016 Bcex pegakuumn

AnnapaTHble TpeboBaHMA



® He meHee 8 b onepaTBHOM NamATn

® He meHee 200 b cBO60AHOroO AMCKOBOro NPOCTPAHCTBA

® AnnapaTHble TpeboBaHMA COBNAAAT C TPeboBaHMAMMU, NPeabABAAEMbIMU K ONepauOHHbIM
cMcTemam, Ha KoTopbix PyHKUMoHMpyeT 10

® [1na otnpaBku Push-yeBegomneHuin cepeepy AirKey Cloud TpebyeTcs BHELWHWI 4oCTyn K
nHtepHeTty (Ona goctyna K fcm.googleapis.com:443).

® (Cepeep AirKey Cloud gonrkeH bbITb 4OCTYMNEH, N0 YKa3aHHOMY B HaCTpPOMKax dns UMeHU n
nopTy, (JaHHble napameTpbl 3agatoTca npu HacTpoike Indeed AK Cloud Server) n3 BHeluHel
ceTwn.

UHdopmaumna
PekomeHgyeTca ncnosnb3oBaTb 0TAMYHbIE OT 80 1 443 nopTol. [laHHbIE NOpPThI
MCNONb3YHTCA MO YMOAYAHMIO ana npunoxkeHun lIS.

® DNS nma cepBepa AirKey Cloud He gonkKHO cogep»KaTb CMMBO/0OB HUXKHEro nog4epKkmMBaHusa '

TpeboBaHue K cepTudmkaTam gna i0S yctporicTs

NHdopmaumna

CepTndmKaT gonKeH 6bITb HA YCTPOMCTBE M A01KHO BbITb AOBEPME CO CTOPOHbI CMapTdoHa

K BHewHemy DNS nmeHun cepeepa Indeed AirKey.

® NHdopmaumna

TpeboBaHua 4 1 5 noasmunnck oceHbto 2019 roga ana cepTndmnKaToBs, BbiNyLeHHbIX nocne 1
nona 2019. CeptndmKaThbl BbiNyLeHHbIE paHee NpuHMMaroTca yctporicteamu iOS 6e3

yKasaHua ngeHTudmMKaTopa 06beKkTa v CPoKoM AencTBUA.

1. CepTndumKaTbl U BblgaKOLLME X LLeHTPbl CepTUdUKaLUm, UCNOob3yroLmne Kadm RSA, A0nXKHbI
MCNob30BaTb KAto4uM paamepom 2048 6uT nnm bonee.

2. CepTndurKaThbl 1 BbigarolWwme Ux LeHTpbl cepTUdMKaLMU A01XKHbI MCMNOAb30BaTb aAropuTM
XewmnpoBaHua n3 cemenctea SHA-2 ana cosgaHuna undpoBoM nognucm.

3. CeptudurKaTtbl 40MKHbI cogepaTb nmsa cepeepa DNS c ncnonb3oBaHmem pacumpeHums
Subject Alternative Name cepTtudukaTa.

4. CepTduKaTbl 4OMXKHbI BKAOUYATL pacwmpeHne ExtendedKeyUsage (EKU), cogeprkaluee
naeHTudurkaTop obvekTa id-kp-serverAuth.

5. Cpok geinctBuA cepTudmMKaToB cepBepa 40/MKeH CoCcTaBnAaTb 825 aHel unn meHee.
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