Core
Indeed PAM Core

-

Bce URL yKka3biBatoTCA B HUXKHEM perucTpe.

@opmar json He gonycKaeT HafM4YMa KoOMMeHTapues B dalifie, N03ToMy Heob6XoANMO YAANUTb

CTPOKM, Ha4YMHatowmecsa c cmmeonos "/ /"

MNocne BHeceHMs 3MeHeHW B pain KoHPUrypaumm Heobxoanmo nepesarpysnTb Ny
npunoxeHui Core B IIS Manager.

npumep URL: https://pam.domain.local/pam/core

pam.domain.local - nonHoe DNS nma cepsepa ynpasnaeHua

MNepenante B Katanor C:\inetpub\wwwroot\pam\core n otpegaktnpynte dann appsettings.json:

Cekuma ConnectionStrings

® PamCore - cTpoKa nogkntodeHms K 6ase gaHHbix IPAMCore

® JobsQueue - cTpoka nogKnoveHUaA K 6ase gaHHbix IPAMJobs

MapameTpbl CTPOKM NOAKAKOUEHNS:



® Server - umsa cepeepa CYB/[ nnu nmeHoBaHHOro 3k3emnasapa

Database - nma 6a3bl gaHHbIX

User ID - yuéTHaaA 3anunck ana paboTbl c B,

Password - naponb y4éTHOM 3anuncu

"ConnectionStrings": {
"PamCore": "Server=sgl.domain.local;Database=IPAMCore;Integrated Security=False;User
ID=IPAMSQLServiceOps;Password=password",
"JobsQueue": "Server=sqgl.domain.local;Database=IPAMJobs;Integrated Security=False;User
ID=IPAMSQLServiceOps;Password=password"

L

B cnyyae ncnonb3oBaHMA MMeHoBaHHOro 3k3emnnapa Microsoft SQL Server 3HaueHune

napameTpa Server Heob6xo04MMO yKa3biBaTb B popmaTe uMa cepepa\\MMA 3K3eMmnaapa.

"PamCore": "Server=sql\\instance; ..."

Cexkuwma Database
® Provider - nposangep gna pabotsbl c CYB/
© mssql - Microsoft SQL Server

© pgsql - PostgreSQL, PostgreSQL Pro

CeKkuma Auth



® |dpUrls - URL agpeca Indeed PAM IdP
® ApiSecret - Cexkpet Indeed PAM Core ana uene gononHUTeNbHOM ayTeHTUGMKaLNM

KOMMOHEHTa

Ncnonb3yinTe cekpeT co3gaHHbIM KOHCOBHOW yTUANTON gna KomnoHeHTa Core.

®* PamGatewaylpAddresses - IP-agpeca cepsepos Indeed PAM Gateway n SSH PROXY

"Auth": {
"l[dpUrls": [ "https://pam.domain.local/pam/idp" ],

"ApiSecret": "Nkq26+pScsle+rDZ4q77+blTcgFOTwKrCGBHa
/EqsthQFn9p5K5TBHLEQJWIMGUTPVvjaNIWobxipvsAreQBNA==",
"PamGatewaylpAddresses": "192.168.48.155,192.168.48.202",
"GatewayCertificateValidation": {

"Enabled": false,
"Filter": ™"
}
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Cekumn Encryption

® Algorithm - anroputm wudpoBaHus

® Key - kntou wndpoBaHua gaHHbix B B, IPAMCore

Kntou wnodposaHma reHepmpyetca ytunmuton IndeedPAM.KeyGen.exe, koTopaa BXOAUT B COCTaB

anctpubyTtmea Indeed PAM n pacnonaraetca B Katanore /Misc.

"Encryption”: {
"Algorithm": "AES",
"HashAlgorithm": "SHA512",
"Key": "4258egk74n834rr93bf45881317618wq7f1jei9a58915pk511z63n5j0svtim108",
"MediaFiles": {
"Algorithm": "AES"
}
17

CeKkuma LogServer


https://confluence.indeed-id.com/pages/viewpage.action?pageId=51970132#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D1%8F%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D0%BE%D0%B2,%D1%85%D0%B5%D1%88%D0%B5%D0%B9%D0%B8%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9
https://confluence.indeed-id.com/pages/viewpage.action?pageId=51970132#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D1%8F%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D0%BE%D0%B2,%D1%85%D0%B5%D1%88%D0%B5%D0%B9%D0%B8%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9

® Directory - BpemeHHbI KaTanor g8 3anmMcu cobbITU
® Url- URL agpec API Indeed Log Server

"LogServer": {
"Appld": "pam",
"Component": "server",
"EventCache": {
"Directory": "C:\\ILS",
"SendinglntervalSec": 10
18

"Server": {
"Url": "https://pam.domain.local/ls/api",
"Certificate™: {
"Thumbprint": "",
"FilePath": "",
"FilePassword": "

Cexkumna ManagementConsole

® Url- URL agpec KoHCONM ynpaBneHus

"ManagementConsole": {
"Url": "https://pam.domain.local/pam/mc"

L

Cekuma UserCatalog

® ServerName - DNS-ums KoHTposnnepa gomeHa ¢ ponbto MnobanbHbi Katanor (Global
Catalog) nnm DNS-uma gomeHa

® (ContainerPath - Distinguished name KoHTelHepa, nogpa3aeneHuna, nan KOpHA goMeHa
(kaTanor nonb3oBaTtenein)

® UserName - yuéTHasa 3anncb a418a paboTbl C KaTanorom nosb3oBaTtenemn

® Password - naponb y4éTHOM 3anmcu



"UserCatalog": {
"RootProvider": "ad",
"Providers": {
"ActiveDirectory": [
{
"Id": "ad",
"ServerName": "domain.local",
"ContainerPath": "DC=domain,DC=local",
"UserName": "IPAMADReadOps",
"Password": "password",
"UserMapRules": {
"Settings": [
{
"Category": "person”,

"Class": "user"
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