IdP

Bce URL yKa3biBakoTCA B HUXKHEM perncrpe.

@opmaT json He goMnyCcKaeT HaNM4YMA KoMMeHTapues B daline, N03ToMy He06X0AMMO yaaNUTb

CTPOKMW, Ha4YMHaLWwmeca c cumeonos "/ /"

Mocne BHeCeHWA n3meHeHWn B daiin KoHPUrypaumm HeobxogMmo nepesarpysnTb Ny

npunoxeHun IdP B IIS Manager.

npumep URL: https://pam.domain.local/pam/core

pam.domain.local - nonHoe DNS uma cepsepa ynpasieHna

Mepengute B KaTanor C:\inetpub\wwwroot\pam\idp v oTpegakTupyiTe painn appsettings.json:

Cexuuma ConnectionStrings

¢ DefaultConnection - cTpoka nogkntoueHms K 6ase gaHHbix IPAMIAP

MapameTpbl CTPOKM NOAKAOYEHNSA:

® Server - umsa cepeepa CYB/[, nnu nmeHoBaHHOro 3k3emnasapa
® Database - vma 6a3bl gaHHbIX
® UserID - yuéTtHasa 3anucb gnAa paboTsl c B/,

® Password - naponb y4eTHOWM 3anmcu

"ConnectionStrings": {

"DefaultConnection”: "Server=sql.domain.local; Database=IPAMIdP; Integrated Security=False; User
ID=IPAMSQLServiceOps; Password=password"

L

B cnyuae ncnonb3oBaHnA nvmeHoBaHHOro 3k3emnnapa Microsoft SQL Server 3HaueHune

napameTpa Server Heo6xo4MMo yKa3biBaTb B dopmaTe MMA cepBepa\\MMA 3K3emMnasapa.

"DefaultConnection": "Server=sqgl\\instance; ..."

Cexkuma Database



B Kntoue Provider Heob6xogrmo yKasaTb NpoBarigepa nogkntodeHmna kK CYBA:

® mssql - gna MS SQL Server
®* pgsql - ana PostgreSQL, PostgreSQL Pro

Cekuumsn IdentitySettings

I'IpM 3anoJiHeHnn ,D,aHHOVI cekuunmn VICI'IOﬂb3yVITE creHepmpoBaHHble paHee CeKpeTbl N XeLln.


https://confluence.indeed-id.com/pages/viewpage.action?pageId=51970132#id-%D0%9D%D0%B0%D1%81%D1%82%D1%80%D0%BE%D0%B9%D0%BA%D0%B0-%D0%93%D0%B5%D0%BD%D0%B5%D1%80%D0%B0%D1%86%D0%B8%D1%8F%D1%81%D0%B5%D0%BA%D1%80%D0%B5%D1%82%D0%BE%D0%B2,%D1%85%D0%B5%D1%88%D0%B5%D0%B9%D0%B8%D0%BA%D0%BB%D1%8E%D1%87%D0%B5%D0%B9

AdminSids - SID nonb3oBaTens, KOTOPbIM NOAYYUT OCTYMN K KOHCOAM agMUHUCTPaTopa U
ynpasneHuto ponamu. Ecam nonb3oBaTenein HeckonbKo, To nx SID yKkasbiBaeTcs yepes
3anaTywo
IdpUrls - URL agpeca Indeed PAM IdP
Lang - A3bIk I0KaNM3aumMm KomnoHeHTa (ru - pyccKmin, en - aHraMncKmin)
GatewaySecret - Xew KnaneHTcKoro Kaova Pam Gateway gna gononHuTensHom
ayTeHTUdMKauum
ConsoleAppClientSecret - Xelw KAnMeHTCKOro Kato4a KOHCObHOM YTUAUTDI 414
AOMOMHUTENBbHOW ayTeHTUPUKaumm
SshProxyClientSecret - Xew kneHTcKkoro Kntoya SSH Proxy gna gononHuTensHom
ayTeHTubMKaumm
CoreApiSecret - Xew KknneHTcKoro Katoya Pam Core ans uenen gononHUTeIbHOM
ayTeHTUdUMKaLMM KOMMOHeHTa
IdpApiSecret - CexkpeT knneHTckoro Katoda Indeed PAM IdP
Enable2FaCacheForClients - cnucok id Kn1eHTOoB, 419 KOTopbix byaeT paboTaTb
K3LWnMpoBaHne BToporo ¢axkTopa
SecondFaCachelifetimeSeconds - Bpema kKawnpoBaHMa BToporo pakTopa B CeKyHAaX
CnucoK gocTynHbIX id KNMeHToB

© "console-app"

© "ssh-proxy-app"

© "pam-management-console"

© "pam-user-console"

© "pam-gateway"

© "pam-remote-client"

"ldentitySettings":{
"AdminSids": [
"S-1-5-21-1487179672-2651565253-5257550508-0000",
"S-1-5-21-1487179672-2651565253-5257550508-0001"
1,
"l[dpUrls": [ "https://pam.domain.local/pam/idp" ],
"Lang": "ru",
"SigningCertificate": "",
"GatewaySecret": "N2u7dSLd5f8BmLHe5BIma0g7HWb9gCeKdTGCICOiy9o=",
"ConsoleAppClientSecret™: ",
"SshProxyClientSecret": "pg)Sv8V5+mWMEecN3ebLvp/pWBIbOOdiAual4nYvtva=",
"CoreApiSecret": "m2Ux/xH/uifL5xulLdkChgwyyZDDY8DacwHMUgURs7k=",
"ldpApiSecret":
"yGJHfNmMHTOEX5GidmZ0GxChcqWLPx8HxXAyefo8eUWbbazPnBZIhQ5J1twyA3S+fomKelpY
bxHgQqyRilGadWg==",
"RemotelnstallerClientSecret": "",
"Enable2FaCacheForClients": [ "pam-management-console" ],
"SecondFaCachelifetimeSeconds": 60

L



Cekuumn Encryption

® Algorithm - anroput™ wndposarHua gaHHbix B B, IDP

® Key - kntou wndpoBaHua gaHHbix B B IPAMIdP

"Encryption”: {

"Algorithm": "AES",

"Key": "3227cff10b834eeb0ad285588c6510ealbd4ded5b24704cf644a51d2a9db3b7e5"
1

Kntou wnodposaHma reHepmpyetca ytunmton IndeedPAM.KeyGen.exe, koTopaa BXOANT B

cocTas anuctpubytmnea Indeed PAM v pacnonaraetca B Katanore /Misc.

CeKuua PamSettings

®* ManagementConsoleUrls - URL agpeca Indeed PAM Management Console
® UserConsoleUrls - URL agpeca Indeed PAM User Console
CoreUrls - URL agpeca Indeed PAM Core

SessionLifetime - makcMmanbHasa NPoAOAKNTENBHOCTb NMO/b30BATE/bCKON CRCCUN, CeKYHA,

"PamSettings": {
"ManagementConsoleUrls": [ "https://pam.domain.local/pam/mc" ],
"UserConsoleUrls": [ "https://pam.domain.local/pam/uc" ],
"CoreUrls": [ "https://pam.domain.local/pam/core" ],
"SessionLifetime": 43200

3

Cexkuumn UserCatalog

Heobxognma ansa nomcka n gobasneHna Nnonb3oBaTe el B COCTaBbl posield. 3anoHAeTCa TaK XKe

KaK aHanornyHasa cekuma B HacTtpomkax Pam Core.


https://guides.indeed-company.ru/pages/viewpage.action?pageId=51970399
https://guides.indeed-company.ru/display/IPAMDOC26/Core#Core-UserCatalog
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