MNepBbI 3anycK

Mocne nepBoro exoaa nepeﬁ,qme B pa3sgen Ponun v ,D,O6aBbT€ TeryLwiero nosib30BaTtesnA B posib

Administrator, 06HOBUTE CTpaHMLYy — B KOHCO/M 0TO6PA3ATCA BCe pasgessbl.

OTkporiTe pasgen lMonb3oBaTenu, HaXKMUTE 3HAYOK NOUCKA, ybeanTech 4YTO BCe NO/b30BaTeNN U3 Y

Ka3aHHOro opraHn3aumMoHHOro nogpasgesnieHMAa KOPPeKTHO NpoynTananch.

Mepengute B pasgen KoHpurypauuma, /inueHsuun. Ckonvpyrite nageHTUGUKaATOP UHCTANNALUN U
nepeganTe ero B TeXHUYECKYH noagepKy Indeed ana Boinycka danna nmuenHsnn. lNpu nonyyeHumn
danna nuueHsnn PAM_rrrr.mm.ga.lic B 3Tom »ke pasgene HaxkmuTe [,o6aBuUTb 1 BbibepuTe

yKa3aHHbIN dann.

Mepengute B pasgen CMCTeMHble HACTPOMKKU. 34ecb He06X04MMO 3aN0NHUTL CeTeBble NYTU K
XpaHuanLWam BMAeo, nepegaHHbliX Ha cepeep GannoBs, TPAHCAALNIM CeCCU, @ TaKXKe 4OMEeH, MMA
nonb3oBaTesna 1 Naponb 418 4oCTyna K 3TMM nankam. B HacTpoiikax nogknioyeHua K Gateway
ykaxunTe agpec RDCB, uma konnekumn RDCB. B HacTponKax SSH Proxy ykaxkmnte agpec SSH Proxy,

COXpaHNTe nameHeHUA.

MepenanTte B pasgen CobLITUA - TaM A40/XKHO 0TO6PA3NTLCA COBLITUE M3MEHeHMA NapameTpoB

KoHbUrypaumu.

I'Ipm OTCYyTCTBUK OoLWMBOK gasnee MOXHO nepexoanTb K Ll,06aB/'IEHl/II-0 061beKToB.

[lobaBneHne Tekyllero AoMeHa
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1. MepenguTe B pasaen JomeHsbl, HaxkmuTe [Jo6aBUTL

2. Beegute uma gomeHa (Hanpumep INDEED-ID) n ero DNS nma (Hanpumep indeed-id.local),
HaxxmuTe CoxpaHuTb.

3. OTKpoMTe cTpaHMuy A06aBneHHOro goMeHa

4, HaxkmuTte [106@aBUTb YUETHYIO 3aNnUCh 1 BBEAUTE MMA CepBUCHOM yyeTHOM 3anucy (Hanpumep
IPAMADServiceOps)

5. 3aganTe naposb BPYy4HHYHO M HaxkmuTe CoXpaHnTb.

6. HarkmuTe 3Ha4YOK KapaHaalla * pagom c Hagnuceto CepBUCHaA y4eTHanA 3anuchb 1 BbibepuTe
cepBucHyt yyeTHyto 3anuck (IPAMADServiceOps)

7. HaxkmuTe lNpoBepuTb coeaguHeHUe 1 MpoBepbTe YCNewWwHOCTb YCTaHOBAeHNA CoegnHeHUS.

8. 3gech *Ke, Ha CTpaHuue AoMeHa, nepenanTe Ha BKAaaKy KoHTenHepsbl gna pecypcos v
nob6asbTe KoHTelHep AD B KOTOPOM HaxoAAaATCA HY>KHble OMeHHble pecypchl (Hanpumep
Computers)

9. 3pech XKe, Ha CTpaHuLe goMeHa, NneperanTe Ha BKnaaky lNpuBunernposaHHble rpynnbl v
YyKa¥nTe rpynnbl 6e30nacHOCTM, B KOTOPbIX HAX04ATCA YHeTHbIe 3anncu, C MOMOLLbHO
KOTOPbIX Nosib3oBaTenn byayT noayyatb 4OCTYM K AOMEHHbIM pecypcam (Hanpumep
IPAMPrivilegedAccounts).

10. 3pechb e, Ha CTpaHULe AOMeHa, HaxKMUTe KHoNMKku MnopTupoBaTb pecypchbl U
CrHXpOHM3MpOBaTb y4eTHble 3anucu. [locse 3Toro Bce 4OCTYMHbIE Pecypcbl U y4eTHbIe
3anncm fobaBATCA B COOTBETCTBYIOLWME pa3ae bl KOHCOAMN.

11. Mpn HeobxogMmMOCTM NeperanTe Ha BKNagKky CobbITmA gna npocmoTpa Nogpo6HoM

VIHCI)OpMaLI,VIl/I O AOMEHHbIX coBbITMAX.

[obaBneHne 1 B3ATME NOA KOHTPO/Ib YHeTHbIX 3anucen

B pasaene YueTHble 3anncu oTMeTbTe rasioukon MMNOPTMPOBAHHbIE AOMEHHbIe yYeTHbIe 3arnncu:
OHW HAUYMHAKTCA C UMEHM AOMeHa, OTMeYeHbl 3HaKOM BOMpoca M HaxoaAaTca B coctoaHum Oxkuaaer
pewweHusa. Beepxy HaxkmuTe kHonKy CaenaTb ynpaBaaemMon. [ocse 3Toro y BbIbpaHHbIX YHeTHbIX

3anucert Nnaposnb byaeT c6poLLeH Ha HOBbIN B COOTBETCTBUM C MOSIUTUKON.

[lobaBneHMe He 4OMeHHbIX pecypcoB
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1. NepenguTe B pasgen Pecypcol, HaxkmuTe [J06aBUTb

2. Yraxxute Umna pecypca, DNS nma n/vnn IP agpec

3. Ha ware MNonb3oBaTenbCcKoe NogKAIYeHUe BbibepuTe TUMN NoAKAYEeHUs, Npu
HEeob6X0AMMOCTUN YKaXKNTE agpec NogKAUEeHNA U MopT

4. Ha ware CepBucHOe Nogkato4eHre cHumuTe ranoyky Mcnonb3oBaTb KOHHEKTOP AnA
CepBUCHOIO NOAKMNIYEHMA, T.K. TOKANbHbIX YHeTHbIX 3ancein eweé He 406aBnAN0Ch,
3aBepwmnTe gobasneHure pecypca. HoBbIl pecypc 0TobpasnTca B CNMCKe pecypcos.

5. OTKponTe cTpaHuuy pecypca, HaxkmuTe [Jo6aBUTb yHeTHY 3anuchb, 3ag4anTe Naponb

BPYYHYHO

Pecypc roToB K paboTe: 419 Hero MOKHO BblgaBaTb pa3peLueHus.

[nA BbINONHEHMA CepBUCHLIX onepauunii (MoMCK 1 gobaBieHne yyeTHbIX 3anvceil, asTomMmaTyeckas
cMeHa naponei, obHoBneHne nHdopMaL MM 0 pecypce) HeobXoanMa HAaCTPOMKA CePBUCHOro

noaKAK4YeHnA.
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