®yHKumMmn V3

PegakTtupoBaHume Y3

®DyHKuMA no3BonseT nsmeHuTb MmaA yuétHom 3anucn, Onucanue vnu MoanTuKy.

® HaxkmuTe # B npodurne yuéTHOM 3anNncK cnpasa OT HY»KHOro NapameTpa.

[NogTBEpKAEHMEe YYETHOM 3anmncu

CDyHI-(Ll,I/IFl pecypcCa nan gomeHa CMHXpOHMBBUMH NMno3BOAET NOay4aTb /NO0OKA/IbHbIE NN AOMEeHHble
y‘-IéTHble 3anncn B aBTOMaTU4eCKOM pexnme, HO ANA pa6OTbI C nosy4eHHbIMN y'-IéTHbIMl/I

3anuMcamm TpebyeTcAa noaTeepaeHue, Tak Kak Indeed PAM He nony4yaeT nx naponu.

®* Haxmute CaenaTb ynpasnaemon B npoduie y4€THOM 3anuncu.

Maponb 1 SSH-knoY

Ecnn ana pecypca, c KOToporo gobaBneHa y4€THanA 3anNncb HACTPOEHO CepBUCHOe NOAKAKYEeHWe C
Tunom SSH, To Npn NnogTBEpP>KAEHUM YHETHOWN 3aNMCK NOABUTCA BO3MOXHOCTb reHepaumm nam
py4YHOro go6aBneHna He TOMbKO Napons, HO 1 SSH-Katoua. TakkKe, 4nA Takux YyH4ETHbIX 3anmcen
€CTb BO3MOKHOCTb He yCTaHaBAMBaTb Napo/ib, MacTep HAaCTPONKM 0TOBPa3nT AONOAHUTE NbHbIN
MYHKT Npu HacTpoiKe napond - He 3agaBatb. Hvxke byaeT paccmoTpeH npymep noaTBepaeHuna
yuyéTtHom 3anucm OC *nix. Mpu noaTeepxaeHnn yuéTHbix 3anncen OC Windows, CYB/ nan
AOMEeHHbIX YY4ETHbIX 3anuMcen bygeT oTCyTCTBOBaTb NYHKT He 3agaBaTb npu HacTpoiKe napons, n

bygeT oTCyTCTBOBATb CTPaHWLA 414 reHepaumm nam py4yHon ycTaHoBKM SSH-Kkntoua.

HacTtpoiika napons

® BbibepuTe nyHKT He 3agaBatb, CreHepupoBaTb CayyaiiHbiii Naponb Wnav 3agaTth Naposb
BPYUYHYIO.
® BeeauTe Naposb UAM NpoaosaKkuTe Bolbpas NnyHKT He 3agasaTb nnuv CreHepupoBaTtb

C/ly4aiiHbIX NApob.



Hosbl naponb

O He zagaeats
@ CrenepupoBaTe cAy4aliHEIR Napone

) 3amaTb Napok EPYUHYKD

o [ e

HacTtpoiika SSH-knioua

® BnibepuTe nyHKT He 3agaBaTtb, CreHepupoBaTb HOBbIM SSH-Kknto4 nnn 3agaTteb SSH-Kao4

BPYUYHYIO.
® BbibepuTe dain SSH-KtoUa 1 BBeaUTe ero naposb UAM NPoao/IK1Te Bbibpas NyHKT He

3agaBaTb 1A CreHepupoBaTb HOBbLIM SSH-Knou.



HoBbin SSH knroy =

O He zagaeats
@ CrenepupoeaTe HOBRIA 55H kakou

) 3anate S5H knou BpyUHYRD

BocctaHoBneHve napona unm SSH-knAtoua.

MDyHKUMA N03BONAET BEPHYTbL COXPAHEHHOE COCTOAHME Napona unn SSH-kntoua gna yuéTHon

3anucu.



® Hakmute BocctaHOBUTb B Npodune y4ETHON 3anmciu.

hd Bbl6epMTe TOYKY BOCCTAaHOB/1EHUA, YKaXKuUTe npnynHy n sasepLlinte BOCCTaHOB/1eHMe NaponiA.

BoccTtaHOBAEHME YUEeTHOM 3anncK

Aata MpuunHa

03.06.2020 17:21:43 WzmeHeHne yueTHOW zanucy
03.06.2020 17:14:59 WzmereHne yueTHOWR zanuncK
03.06.2020 14:47:26 YUeTHaA 2annce CASNaHa yNpaensemoi

03.06.2020 17:21:43

MzmeHeHne

Mapone

55H knwou

Mapons

KommeHTapuid

A password is compromised.

A private key is compromised.

[lpoBepKa napona nnm SSH-knoua

@DyHKLMA N03BONALT NPOBEPUTL COOTBETCTBME Napoasa unm SSH-Kktoua, a Takke Hanmuume

Heynpasnaembix PAM SSH kntoven.
® Haxkmute NpoBepuTb B Nnpodunne y4€THOM 3anuncu.

CmeHa napond

CDyHI-(LI,l/IFI NMno3BOMAET NU3MEHUTb Napo/b Ha cny'—|a17|Hoe 3HayeHue nan BBeCTM HOBbIN naposib B

PY4YHOM pexkume.



¢ Haxmunte CMeHUTb Naposb B Npoduie y4eTHOM 3anuncu.

® BbibepuTe nyHKT CreHepupoBaTh C/ly4aHbIY Naposb 1av 3agaTh NAp0/ib BPYUHYIO.

® BeeauTe Naposb UAM NPoA0IKUTE BblopaB nyHKT CreHepupoBaTb Cay4aliHblii NApob.
® BeeguTe Npu4YnHY CMeHbl Napons.

® 3aBeplimTe CMeHy napons.

CmeHa SSH-Knoua

quHI-(LI,l/IFl no3BosaAaeT M3MeHUTb KAKY Ha CﬂyLIaVIHOQ 3Ha4yeHune nnu 3arpy3snTb HOBbIV K/HO4 B

PYYHOM pexxume.

®* Haxkmumnte CMeHuTb SSH-KAY B npodurne y4éTHOM 3anmcu.

® BbibepuTe nyHKT CreHepupoBaTh HOBbIM SSH-KkAto4 nnn 3agaTb SSH-KAOY Bpy4HyHO.

® Bbibepute dann SSH-KkAUa 1 BBEgUTE ero Naposb UAN NPOA0AKNTE BbIOPaAB MYyHKT
CreHepupoBaTb HOBbI SSH-Kntou.

® BpeguTe NpuU4YMHYy CMeHbl SSH-KAroua.

® 3aeepwunTte SSH-Kknwoua.

YpoaneHune Heynpaenaembix SSH Kknarouven

B cnyuae Hannuuvay Y3 ownbku "O6HapyrKeHbl Heynpasnaembie SSH katoun" B MC cTaHoBUTCA
AOCTYMNHOM KHOMKa "YaannTe Heynpaenaemsble Kawouun”. MNpn HaxkaTum yganaroTca TO/bKO
Heynpasnaembie PAM SSH kntoun. CozgaHHblie, nMbo gobasneHHblie B PAM SSH Kntoum octaroTca

6e3 nsmeHeHun.

CMHXpOHM3aumnAa

@DyHKLMA N03BOAALT MNOAYUNTb CMMCOK rpynn 6@30MacHOCTU, B KOTOPbIX COCTOUT y4ETHaA 3anuch.
®* Haxxkmmnte CUHXpPOHU3MUPOBATbL B Npoduie yHETHOM 3anmcu.

Bnokupoeska

@DyHKLMA NO3BOMAET MPUOCTAHOBUTL AENCTBME BCEX pa3peLleHnis, B KOTOPbIX MCNob3yeTcs

y4yéTHasA 3anunce.

®* HaxxkmuTe 3abn0KupoBaThb B npoduie y4éTHOM 3anuncu.



VuétHana 3anuck 6yaet oTmeueHa cumeonom ©. Bee paspelueHna, B KOTOpbIX y4ETHAA 3anmMch

ABNAETCA YYAaCTHUKOM, 6y,qu OoTMe4yeHbl CMMBOJ/IOM

NrHopupoBaHune

MDyHKLMA NO3BONAET NepeBecTy yY4ETHY0 3anncb B COCTOAHME, B KOTOPOM OHa XpaHuTcAa 6e3

naposafa U He MoXKeT CTAHOBUTLCA YHaCTHUKOM paspeLueHni.

® Haxkmunte UrHopupoBaTb B Nnpodune y4eTHOM 3anuncu.

YyéTHadA 3annckb 6yLI,ET oTmMmeyeHa cumBosiom ', Bece pa3pewieHna, B KOTOPbIX yHéTHaFl 3arucb

ABNAETCA YUYACTHMKOM, 6yﬂ,yT OTO3BaHbl.

YoaneHvne/BoccTaHOBAEHME YYETHOM 3anncu

YaaneHue y4éTHOM 3anucu
® Haxxkmute Yganutb B npoduae y4eTHOM 3anucuy.
BoccTaHoBneHWe y4éTHOM 3anucu

® HaxkmunTe PaclumpeHHbI NOUCK B pa3gene YUéTHble 3anucu.

® Beeagunte UMA y4ETHOM 3annCKy NOAHOCTLIO UAN HAaCTUYHO.

® Buibepute ana nona CocroaHune 3Ha4veHne YaaneHa.

® BhibepuTe pecypc Uam goMeH, C KOTOpPOM Bbina AobaBneHa y4€THas 3anmch.
® OTkponTe Npoduab y4ETHOM 3aNnCK 1 HaxkKmuTe BoccTaHOBUTbD.

® BbibepuTe TOUKY BOCCTAHOB/IEHWA NApoia y4ETHOM 3arnmcu.

® BeeguTe NpUYNHY BOCCTAHOB/EHUA U HaxkKMmuTe BocCTaHOBUTD.
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