YyéTHble 3an1cu

Pa3,u,er| npegHasHa4deH A4nA4d pa60TbI C IOKAaNbHbIMN 1 AOMEHHbIMW yl-IéTHbIMl/I 3anncamm gocrtyna.

Mounck Y3

Monck ocywecTensaeTca B pa3gesie YUéTHbIe 3anmcu.

BbICTpbI NOUCK

BeeguTe B cTpoKy nomcka MMA y4ETHOM 3anmcu NONHOCTLIO MW YAacTUYHO.
PacwmpeHHbIi1 nonck

HaxxkmuTte PaclumpeHHbIY NOUCK 1 BBeAMTe 04MH UM HECKO/bKO KpuTepues, UMA y48THOM 3anucK n
O/THOCTbH U/ YACTUYHO.

BbibepunTe cocToaHme Y3:

. OkngaeT pelweHus

. WrHopupyeTca

1
2

3. YnpaenaeTtcAa
4. 3a6n10KMpOBaHa
5

. YoaneHa
BbibepuTe pasmelleHure Y3:

1. /loKanbHaA y4éTHaA 3anucb
Ana novicka seeanTe Uma pecypca vnamn Agpec (DNS agpec/IP agpec) nosHOCTbO nan
4aCTU4YHO.

2. [lomeHHana y4éTHasA 3anucb
Ona noncka seegute NetBIOS nma gomeHa vav DNS nma gomeHa NoAHOCTBIO UM YACTUYUHO.

[Mpodunnb y4ETHOM 3anmCK
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Bonbue
Pazpewenun Ceccum CobbiTus [pynnel BesonacHocTy
Ne MonbzoBatenn Pecypcnl
g Victor.Osipov@indeed-id.local, res2 (55H) [ res2\administrator ®
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Mpodunb oTobparkaeT gaHHble, yKa3aHHble Npy 4ob6aBAeHUn yY4ETHON 3anncu:



® UmA - nvia pecypca, Ha KOTOPOM pa3mMelleHa y4éTHaa 3anmcb 40CTyNa U UMA YHETHOMN
3anuncK gocTyna.

®* PasmeleHune - MmMsa pecypca 1AM AoOMeHa rae pacnonorkeHa y4éTHanA 3anmcb gocTyna.

®* OnucaHue - NPOM3BO/IbHbIN TEeKCT.

® [lonuTuKa - HAbop NpaBu, 4eNCTBYIOLWMX NPU OTKPLITUM CECCUM OT MMEHU YHETHOM 3anmcu
foctyna.

¢ [laTa NnpoBepKu NaposA - gaTa 1 Bpems nocsiegHer NpoBepKM Napoasa y4e8THOM 3anmncu.

* [aTa npoBepKu SSH Kntoua - gata 1 Bpemsa nocnegHen npoeepKkn SSH kntova y4EeTHOM
3anuncu.

¢ [laTa CMHXPOHM3ALMM - AaTa 1 BpemMs nociegHer CUHXPOHM3aUMN AaHHbIX.

® [lata gobaBneHun - gata 1 Bpema gobasneHna y4eTHOM 3anmcn goctyna B Indeed PAM.

®* [locnegHee n3ameHeHue - gata 1 BpemMsa NocsiegHero pegakTMpoBaHMAa YYETHOM 3anmcu
AocTtyna.

® Bpemsa nocnegHei cMeHbl NApoONA - 4aTa U BpemMmsa M3MeHeHuMs napons B 6ase Indeed PAM.

* Bpems nocnegHeil cMeHbl NApo0/A Ha pecypce/B AOMeHe - AaTa W Bpema n3MmeHeHnA napona
B 6a3e Indeed PAM n Ha pecypce.

® Bpemsa nocnegHeit cmeHbl SSH Knkoua - gata n Bpema nameHeHus SSH kntoua B 6ase Indeed P
AM.

* Bpemsa nocnegHeit cmeHbl SSH knoua Ha pecypce - gaTta 1 Bpemsa nameHeHua SSH knatova B

6a3e Indeed PAM n Ha pecypce.

PaspeweHun

Bce paspeleHus, B KOTOPbIX MCNOAb3YeTCa yYETHAA 3an1cb 0TOOPAXKaTCA Ha BKAA4Ke

PaspeweHuna.[lna KaxK4oro paspelleHma oTobparKaoTca ciegyoLine gaHHble:

® - HOMep pa3speLueHus.

® [lonb3oBaTenu - nosb3oBaTenn Katanora Active Directory, 4na KOTopbIX BblgaHO
paspeLlleHue.

® VYyéTHaA 3anuchb - y4ETHaA 3anncb, KOTopaa ucnonslyetca ana oTKkpbiTna RDP, SSH nnu web-
Ceccun Ha pecypcax yKasaHHbIX B pa3peLleHuni.

® PecypcChbl - pecypcbl, Ha KOTOPbIX MO»KeT 6biTb 0TKpbITa RDP, SSH nnn web-ceccua ot

MMeHM YKa3aHHOoM YYETHOM 3anmcu.

Ceccumn

Bce akTuBHbIe 1 3aBepLUEHHbIe CeccMm y4eTHOM 3anncu oTobparkatoTca Ha Bknagke Ceccum. Ans

Kask40Mn ceccum oTobparkaloTca cegytoLume gaHHble:



®* [lonb3oBaTens - Nonb3oBaTenb KaTanora Active Directory, KoTopbin MHULMMPOBanN ceccumio.

® VYyéTHaA 3anmchb - y4€THasA 3anmcb, KoTopana ncnonblyertca ana oTkpbliTna RDP, SSH nan web-
ceccuu.

® Pecypc - pecypc, Ha KOTOpoMm 6bina oTKpbiTa RDP, SSH nnan web-ceccusa oT umeHn yuyéTHom
3anucu.

® Agpec nogKA4YeHUA - GakTUYeCKn agpec, MCNosb3yemMbl NPY OTKPbITUM CeCCUU.

¢ [OAnTenbHOCTb - 4NUTeNbHOCTb CeCCUN.

® MogknioueHme - TMn yaaneHHoro nogkatoderHns (RDP, SSH, nosnb3osaTensckue Tumbl)

* [loagknioueHme K PAM - nata v Bpema oTKpbITUA Ceccum.

® 3aBepLueHue - gaTa 1 Bpemsa 3aKpbiTMA ceccuu.

® CocToAHMe - oTobparkaeT TekyLiee cocToaHue ceccun (AKTUBHAA MU 3aBepLUeHHanA).

[nsa npocmoTpa nogpobHoM MHbopMaLumm 0 ceccnmm HeobxoaMMOo HaxKaTb Ha Heé. YToObl BbiBeCTH

BCE ceccum anAa gaHHoM y4eTHOM 3anncu, HaxkmmnTe KHonKy lNoKasaTb Bce.
CobbiThA

Bce cobbITKA yuéTHOM 3anmncK oTobparxkatoTca Ha BKnagke CobbiTma. 1A KaxKaoro cobbitma

0To6pa>«ar0Tc9 cnegywuime gaHHble:

® Bpemsa co3gaHuA - gaTa 1 BpemaA co3gaHua cobbITmA.

® Kog - kKog cobbiTuA.

® CobbiTHe - onvcaHue cobbiTUA.

® KomnoHeHT - KomnoHeHT Indeed PAM, KoTopbi creHepunpoBan cobbiTue.

® WHmumaTtop - y4ETHaA 3annchb, KOTOpas MHULMNPOBANa reHepaLmnto cobbiTUA.
[na npocmoTpa NnogpobHOM MHPOpMaLMKM 0 COBbLITMM HEOBX0AMMO PacKpbITh ero. YTobbl BbiBECTH
BCe COObITMA 4NA AaHHOM YY4ETHOM 3anncun, HaxkmmnTe KHonKy MNokasaTtb Bce.
Mpynnbi 6e3onacHocTH

Ha Bknagke Mpynnbl 6e30nacHOCTU 0ToGparkaeTcsa nepeyeHb rpynmn 6e30MacHOCTU, B KOTOPbIX

COCTOMT YYETHAA 3anmchb.

[na goMeHHbIX y48THbIX 3anuncei He oTobparkatoTca Built-in rpynnbl 6esonacHocTy.
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