TepMUHbI

KaTanor nonb3oBaTtenen

O6nacTb gomeHa Active Directory, ns kotopom Indeed PAM nonyyaeT gaHHble 0 COTPYAHUKAX.

Bo3amorkHa paboTa c HeckonbKumMmu gomeHamm Active Directory.

[Tonb3oBaTenu

CoTpyaHMKN, UbM NnMYHbIe y4éTHble 3anuncn Active Directory BXxoaaT B KaTanor nosib30BaTesen.

VYyeTHble 3anucu

JlokanbHbIe YYETHbIE 3anuCK PasnNYHbIX CMCTEeM UAW gOMeHHble y4éTHbie 3anmcn Active Directory,

oT KoTopbix Indeed PAM nonyuunn naposnb.

Pecypchl

PaznnuHble cuctemsl, K KOTOPbIM H€O6XO,EI,I/IMO nonyymTb A4OCTYN OT MMEHU y‘-IéTHbIX 3anucem.

[lomeHbl

[JomMeHbl NpeaHa3HayYeHbl 414 Nnosy4eHus 1 aBToMmaTndeckoro gobasnenus B Indeed PAM

OO0MEHHbIX KOMMNbHOTEPOB N AO0OMEHHbIX yl—IéTHbIX 3anucen.

XpaHnnuuie gaHHbIX

Ona xpaHeHusa gaHHbiX Indeed PAM moxeT ncnonbsosatb CYB/:

Microsoft SQL Server
PostgreSQL
PostgreSQL Pro
Jatoba

CepBucHoe nogkntoveHme

CepBuUCHOe NOAK/YEHMEe K pecypcy No3BosigeT BbiMOHATL CeaytoLme onepauunn:



® [IpoBepKa coeanHeHUA

® CUMHXPOHM3AUMA YHETHLIX 3anmcen

® CUMHXpPOHM3aLMA rpynn 6e30nacHOCTM YY4ETHbIX 3anucen
® [posepka naponeit (SSH-kAKoUen) yueTHbIX 3anuncen

® |I3meHeHue naposnei (SSH-kaoyen) yueTHbIX 3anuncei

® CuHxpoHusauua sepcum OC vnm Bepcum CYB/,

® (CuHxpoHu3auma komnetoTepoe B Active Directory

Cnepgytowine TUNbl pecypcoB NoaaepK1BarT CePBUCHOE NOAKA0YeHMe:

® OCWindows

® OC *nix

® Microsoft SQL Server

® PostgreSQL

* MySQL

® OracleDB

® Cisco (OC10S XE)

® |nspur BMC (IPMI-moaynb)

[lonb30BaTenbLCKOe NogKkA4veHmne

MNonb3oBaTenbCKoOe NogKAYeHNe ABAAeTCA CBOMCTBOM pecypca 1 No3BonfeT OTKpPbIBaTb CeCCUM
(RDP, SSH u telnet) unn ceccun uepes RemoteApp npunoskexumsa. Mogaep>KMBaroTca cneayoLume

TUNbI I'IO,EI,I-(/'II-O‘-IEHVII\/'IZ

® RDP

® SSH

Telnet
RemoteApp

Pecypc MOXeT MmeTb OANH NN 60/1ee TUMNOB Mo/b30BaTeNbCKMUX I'IO,D,I-(I'HO‘-IQHVIVI.

Pa3peweHuns

PazpeleHns ncnonb3yrTca 4018 ynpasaeHns goctynom. /lobomy coTpyaHMKY M3 KaTanora
nosib3oBaTesiell MoXKeT ObITb BblAAaHO paspeLleHne Ha 40CTYN K pecypcy.

CocTaB pa3peweHus:



® [lonb3oBaTenb - COTPYAHUK, YbA IMYHAA YHETHAA 3aNncCb BXOAUT B COCTAB KaTanora
rnosib3oBaTesnen.

® VYyéTHaA 3anuCb - /Io0KanbHaa UM gOMeHHad y4éTHad 3anncb OT MMEeHU KOTOPOW
nonb3oBaTesnb byaeT OTKPbIBaTb CECCUIO Ha pecypce.

® Pecypc - pecypc, Ha KOTOpPOM BygeT OTKpbITa ceccus.

PaBpELUEHVIE He MOoX<eT B6bITb U3MEHeHOo B npouecce axkcnayatTaumnm. OTo3BaHHbIE pa3pewieHnA

He MmoryTt ObITb BOCCTAHOB/IEHbI.

CocToAHMA YHETHbIX 3anucen 4ocTyna

* Oxupaaet pewenun (@) - yuétHaa sanucs gobasneHHasa B Indeed PAM npu nomoLwm
CMHXPOHM3aLMKN C pecypcom uam gomeHom byaet nmeTb cocToAaHe OXKugaeT pelueHus, Tak
KaK B 6ase Indeed PAM HeT eé naposs, Takaa y4eTHaA 3anncb He ynpasnseTca Indeed PAM un
He MOXKeT CTaTb YYaCTHMKOM pa3peLueHus.

® VYnpaBnaemas - [1nda yuéTHOM 3anncuK NpeaocTaBsieH Naposib, TAaKOM yHETHOW 3aMncbHo

ynpasnaeT Indeed PAM, 1 oHa moXeT cTaTb y4aCTHMKOM pa3peLueHua.

® UrHopupyeTtca () - yuéTHana 3anucb B coctoaHum OxunaaeT peweHma nav Ynpaensemas
MOXKeT bbITb NepeBegeHa B cocToAHVe rHOpUpyeTcA, Takas y4éTHasA 3anmcb xpaHmMTcA 6e3
napona n He ynpaenaetca Indeed PAM. YuéTHadA 3anmcb He MOXKeT CTaTb Y4aCTHUKOM

pa3speLueHuns, a BCe pa3peLleHuns, B KOTOPbIX OHA MCNOo/b30Banach, byayT OTO3BaHbI.

® 3abnokupoeaHa () - yuéTHaa 3annce HaxoaALWAACA B COCTOAHMM YNpaBAAeMan MoxKeT
6bITb NepeBeseHa B COCTOAHMe 3ab610KMPOBaHA, Takaa y4éTHaA 3anMcb He MOXKeT CTaTb
YYaCTHMKOM paspelleHus, a BCe paspeLleHuns, B KOTOPbIX OHa UCNOoAb30Banach, byayT

NMPMOCTAaHOB/IEHbI.

® VaaneHa (@) - YuétHas 3anmck MoxkeT 6bITh NepeseseHa 13 N06oro coctoaHna B YaaneHa,
TaKaa y4éTHas 3anucb He ynpaendaeTca Indeed PAM 1 ckpbiBaeTca 13 06Liero cnmcka, a Bce
pa3peLueHuns, B KOTOPbIX OHa UCMosb3oBanack, byayT oTo3BaHsbl. [1pn HeobxogmumocTy,

yl-IéTHaFl 3anMcb MOXeT bbITb BOCCTAaHOB/EHA U nepesegeHa B COCTOAHME Vnpasnneman.

CocToAaHuMA pecypoB



® [O0TOB - pecypc gobaBneH.

* 3abnokuposaH (D) - pecypc 6bi1 3a6/10KMPOBAH 1 HE MOXKET CTaTb YHACTHUKOM

pa3spelueHmns, BCe pa3peLleHns, B KOTOPbIX OH NCMOb30Banca byayT NPUOCTaHOB/EHbI.

® VaanéH (8) - pecypc moxeT 6bITb NepeBeaeH 13 1060ro cocToAHVA B YaaneH, Takve
pecypcbl CKpbIBAKOTCA M3 06Lero cnucka. Mpr Heobxo4MMOCTH, pecypc MorKeT bbITb

BOCCTAHOB/1IEH U nepeBe,u,éH B cocToAaHue oTOB.

CocToaHua gomeHoB

® [OoTOB - gOMeH aobasneH.

VaanéH (8) - nfomen moxkeT 6bITh NepeseaeH B cocToaHVe YaaneH, Takue goMeHbl
CKpbIBaOTCA M3 06wero cnmncka. Mpmn HeobxoaMMOCTH, 4OMEH MOKeT BbiTb BOCCTAaHOB/EH U
nepesegéH B coctosHue [0TOB

CocToAaHMAa ceccum

® AKTUBHaA - ecnv 18 Nnosb30BaTesna ecTb paspeLleHne Ha 4OCTyN K LeneBomMy pecypcy ¢
yKa3aHHOM y4eTHOW 3anmcu, KoTopble He 3a6/10KMPOoBaHbl M paspeLLeHne He 0TO3BaHo, TO
cepBep co34aeT ceccuio, KoTopaa CTaHOBUTCA aKTUBHOW.

® 3aBeplUeHHan - ceccus 3aBepLuaeTca Npu 3aBepLUeHnn Nnosb3oBaTenem ceaHca paboThbl C

LesieBbIM pecypcom, Hanpumep 3aBepLueHne ceaHca yaanEeHHoro 4oCcTyna K cepeepy,

3aKpbiTMe OKHa paboyero NPUIoXKeHUa Uan Beb-cTpaHuLbl.

MpepBaHHaA - ceccna CTaHOBUTCA NPEPBAHHOM NP MPUHYAMUTEIbLHOM 3aBepLLeHNM

agmMmuHucTpatopom PAM akTMBHOM ceccum nonb3oBaTens.

[MonnTUKK

Habop HacTpoek, pacnpegenaemMmbiX HA3 MHOXKeCTBO 06beKToB cucTemsl. [119 0gHOro o6beKTa

MOMKeT BbITb Ha3Ha4eHa ToNbKOo OoaAHa NONNTUKa O4HOro Tuna.
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