Indeed HOTP Provider

@ WNHdopmauus

®dainbl ana Indeed HOTP Provider pacnonoskeHbi: indeed AM 7\Indeed Providers\Indeed
HOTP Provider\<Homep Bepcnin>\

® |ndeed HOTP Provider.x64.ru-ru.msi - NakeT ana ycraHosku Indeed HOTP Provider
® /Misc - @aitnbl WabAOHOB NOANTUK.

0 komnoHeHTe Indeed HOTP Provider

G} WHdpopmauun

MoppobHyto nHdpopmaumio 06 yctporictee eToken PASS Bbi morkeTe nonyunTs Ha
odpuumanbHom caiTe KomnaHum Aladdin: http://www.aladdin-rd.ru.

ABTOHOMHbIV reHepaTop o4Hopa30BbIx Naposei eToken PASS moxHoO ncnonb3osathb AnA
ayTeHTUdMKaLUN B NH0BLIX NPUNOKEHUAX U CYy>KBax, NoaaepHKUBaOLWMX NPOTOKON ayTeHTudmKaumm R
ADIUS - VPN, Microsoft ISA, Microsoft IIS, Outlook Web Access v ap. B eToken PASS peanusosaH
anropuTM reHepaummn ogHopasosbix naponen (One-Time Password - OTP). 3TOT anropyTm OCHOBaH Ha
anroputme HMAC v xaweyHKumm SHA-1. Ana pacyeTa 3HaveHua OTP npuHumatoTca ABa BXOAHbIX
napameTpa — CeKpPeTHbIN KoY (HauanbHoe 3HaueHve 4N reHepaTopa) v TeKyLLee 3Ha4YeH e cueTUmKa
(KonnyecTeo HEOBXOAMMbIX LMK/IOB reHepaumn). HauanbHoe 3HaueHne XxpaHUTCA Kak B CAMOM
YCTPOMCTBE, TaK 1 Ha cepaepe B cucteme Indeed. CHeTumK B yCTpoOMCTBE yBEAMYMBARTCA NPU Kax a0
reHepauumu OTP, Ha cepBepe — Npu Kaxkaon yaadHon ayTeHTudurkaumm no OTP.

YcraHoBKa npoBaiigepa

1. BeinonHuTb yctaHosky Indeed HOTP Provider yepes 3anyck uHctannsatopa Indeed HOTP
Provider.x64.ru-ru.msi.

2. Mocne 3aBepLUeHNA YCTAHOBKM MOKeT NoTpeboBaThCa nepesarpyska cuctemsl. Ecam
nporpamMmma yCTaHOBKW NpeanaraeT BbINOMHUTL Nepe3arpy3Ky, NoATBepAnTe 4aHHoe
aeuncrteue.

3. Ypanenne/BoccTaHoBAeHME NPOAYKTA OCYLLeCTBAARTCA CTaHAaPTHbIM A9 NoAAEeP>KMBaEMbIX
OC cnocobom, yepes meHto MaHenb ynpaBneHus.

Oob6asneHunn ycTpoiicTea

G} WHdpopmauun

O,CI,HO yCTpO;ICTBO Mo¥KeT ObITb 3aperncTpnpoBaHoO TONbKO 414 04HOro nosib3oBaTtena

[ina no6aBneHns ycTponcTea HEO6X0AMMO BbINOAHUTL CneaytoLme AeicTBUS:

1. OTKpbITb KOHCOANb ynpaBaeHns EMC.
2. MepeiTn Ha BKNagKy "YcTpoicTea'.
3. HaxaTb "[j06aBWUTb YCTPOWUCTBO".

Mowuck ycTpoiicTea

Miposaiinep ayrenTucuKaA Cepuitii Houep.
Email TP

Tun yerpoiicTsa @ain yerporicrs

eToken PASS. - Buopars gain


http://www.aladdin-rd.ru/

1. lMpumeyaHue

Bbl MoyeTe 06aBUTbL YCTPOMCTBO Bbibpas dain c napameTpamm yCTponNCTBa
(Bknagka "Mz daina"), nnbo ykasaTtb napameTpbl BpyyHyto (Bknaaka "BpyuHyio").

a. [lobaBneHwue 3 paiina.
® Ha sknagke "U3 daiina" HaxkaTs "BoibpaTth daiin”.
® BuibpaTb dpaiin dopmata XML c napameTpamu ycTponcTea.

Mpumep KoH$pUrypaumm ycTpoiicTea

<Tokens xm ns: xsi ="http://ww. w3. or g/ 2001/ XM_Schena-
i nstance">
<Token seri al ="000200071927" >

<CaseMvdel >5</ CaseMbdel >

<Model >109</ Model >

<Pr oduct i onDat e>11/ 4/ 2008<
/ Product i onDat e>

<Pr oduct Nane>Al addi n OTPO v1. 0<
/ Product Nanme>

<Applications>

<Appl i cati on Connector| D="

{a61c4073- 2f c8-4170- 99d1- 9f 5b70a2cec6}" >

<Seed>884f 20ce4b2c406e0b6199338990bb6cc3f abac403eaa7f 8<

| Seed>
<Movi ngFact or >1</ Movi ngFact or >
</ Application>
</ Appl i cati ons>
</ Token>
</ Tokens>

® HaxaTb "[lo6aBuTh"

Buopars dain Hoasms

b. JobasneHue BpyuHyO
® BbibpaTb BKNaAKY "BpyuHyio”.
® B none "CepuitHblA HOMep" yKaXKnTe CepuiiHbI HOMep YCTPONCTBa.
® B none "CeKpeTHbIM KAIY" YKaXK1Te CeKpeTHbIN KoY CreHepupoBaHHbIN
YCTPOMNCTBOM.
® [one "KommeHTapuin”
® Haxkmute "[lo6aBUTL".

Vagaina | Bpyuyio

He obA3aTenbHbIN NapameTp.

Mogen CepuitHuii HoMep

€Token PASS (HOTP): Aladdin OTPO VI.(~ 000200071927

CexpeTHuli Kniod

3383900b6

KomMexTapuit

PepakTupoBaHue ycTpoicraa.

[na yaaneHuna ycTponcTea He06X04MMO BbINOAHUTL CeayoLme 4encTema:

1. OTKpbITb KOHCOANb ynpaBneHns EMC.
2. MNepenTn Ha BKAagky "YcTpoicrea".
3. B none "MpoBaitgep ayTeHTUdUKaumKn" BoiopaTs "Hardware OTP", B none "CepuiiHbiit Homep",

eC/IY U3BECTHO, YKaXK1Te CepuinHbIi HoMep He0bX0A4MMOro YCTPOCTBA U BbIMOAHUTE MOUCK.
Mouck ycTpoiicTBa




4. BoibepuTe HalgeHHOe YCTPOMCTBO M HAX*KMMUTE Ha 3HAYOK PeaakTMPOBaHUA.

Yerpoictea * Yaammrs yerpoicrea
I Copwiwuiinouep  Mposainep  Mogens. KouwenTapi Monssosarens
O oooz200071527 Haraware OTP  Aladdin OTPO V1.0 Jlara NpOWSROACTEa: 11/472008, Mojens: 109, Case MOens 5. EMOWdmI-indecd

& 00020003009 Haraware OTP  Aladdin OTPO V1.0 J1ara NpOWSROACTEa: 11/472008. Mojens: 109, Case MoAens 5.

5. B OKHe pegaKkTMpoBaHMA MOXKHO U3MEHUTb CePUIHbIA HOMEep YCTPOMCTBA, KOMMeHTapui unmn
OTK/OUNTL YCTPOMCTBO. [ocne BHeceHna nameHeHnin HaxaTtb "CoXpaHuTb".

CepHiiHBIA HOMep

000200080C09

KoMmeHTapui

[Jara npou3soactea: 11/4/2008. Mogene: 109. Case MoAenk: 5.

Bpema nocnegHeil CHHXPOHN3ALMUK

HeT gaHHbiX

YCTPONCTED OTKNKHEHO

CoxpaHuts OTMeHa

YaaneHuve ycTpoucTBa.
[nsa yaaneHuna ycTpoicTeBa HE06X0AMMO BbINOMHUTL CeayioLme encTema:

1. OTKpbITb KOHCONb ynpasneHusa EMC.
2. MepenTn Ha BKNagKy "YcTponcTea'.
3. B none "MpoBaiaep ayTeHTUdUKauun" BoibpaTs "Hardware OTP", B none "CepuiiHbii Homep",

eC/I U3BECTHO, YKaXKNTe CepuinHbIin HoMep He0obX0AMMOro YCTPOMCTBA U BbIMOAHUTE MOUCK.
Mouck ycTpoiicTBa

Niposainep ayTeHTAGHKALMH Cepuiihuii Howep

Haroware OTP ~ | oooz00071827

KouwenTaphh

[ o |
4. BbibepuTe HaaeHHOe YCTPOMCTBO U HaxkmuTe "YaanuTb yCTponcTeo".
Yetpoiictea X YganuTh yerpoiicTea

% Copuiinbii Hoep Nposainep Mogens. Kowwewtapwi  Monssosatens

S. B cnnbiBatowem okHe noaTBepauTe yaaneHuve.

YaaneHue ycTpoicTs

Bbl yBEPEHBI, 4TO XOTUTE YAANUTH BbilENeHHbIe YCTpoiicTBa?

BHMMaHHWE: EMECTE C YCTPOHCTEAMM GYAYT Y Bce 3ap TPHPC
ayTeHTHCPHKATOPEI

OTMeHa ¥na b

CMHXpPOHM3aLUMA YCTPOCTBA.
[nA CMHXpOHM3aLUMK YCTPOUCTBa HEOBXOAVMMO BbINOHUTL CAedyloLLve AeicTBUS:
1. OTKpbITE KOHCOAL ynpasneHna EMC.

2. OTKpbITb KAPTOUKY NO/b30BaTeNA C 3aPerMCcTPUPOBaAHHbLIM YCTPONCTBOM.
3. HaxkaTb "HacTponku" gna yctpoiictea 1 BbibpaTh "CMHXpPOHU3MpOBaTL".



B werouareore

Data CepuiiHbIi
PerncTpauun KommeHTapHit HOMep
17.12.2018 eToken 000200071927
17:04:38
# V3MeHnTb
= CMHXPOHM3MPOBaTL
& 3abnokupoBarts
n Passcode X Y[anuTs

4. B none "OgHopaszoBelit Naponb 1" 1 "OAHOPa30BLIA NAaposb 2" yKaxunTe Naponun C ycTponcTea u

Ha*kmuTe "CUHXPOHU3NPOBaTL".

INDEED@

CuHxpoHusauyua HOTP ycTpoicTsa

[INA CHHXPOHM3ALIMH YCTPOICTBA C CUCTEMON HEOBXOAMMO
BBECTH €10 CEPHIAHBIA HOMED M [1BA NOCNENOBATENLHO

CreHepupoBaHHLIX HA HEM OHOPA30BLIX NaponA B

COOTBETCTEYHOLWMWE NONA BBOAA HHHE

000200071927

956324

957432

5. Mocne yCI'IeLI.IHOVI CMHXPOHU3aL NN Bbl 6y,CI,ETE BO3BpalleHbl Ha CTpaHuLy Nonb3oBaTenAa.

Monutuka "HacTpoiikn CMHXPOHW3aL M1 1 NPOBEpKU ogHOpasoBoro naposaa”

3apaet MHTepBan 3HaYeHWUn cHeTUMKa Npn CMHXPOHM3aUMnM 1 NpuY NpoBepKe 04HOPA30BOro NaponAa.

3HayeHve no YMON4YaHUK:

® "OKHO CMHXpOHM3auuKn" - 1000
® "OKHO NpoBepKu ogHopasoBoro napona" - 50

k3 H ] ] napons

BE |

5] HacTpofiki cuHpOHW3aLMY 1 MPOSERIHA OAHOPaZ0E0E Napors

Tpebosanua k 8=pcie: [ ingows XP n Genee nosanme sepcin

Mapanerp: Cnpaexa:

Okio cutxporusaa: | 1000
NPH MPOBEpKE DAHOPA30B0rD NapONA.

OkHo nposepKi O HOpaz0B0ro Napons:

50 ~

- 3a43ET HHTEPEAN IHAHERI CHETAHKE M CHFXpORMZaLMA N | ~

ok |[ omens | [ mpuenims
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