PezepBupoBaHue n 6anaHcuposKa Indeed PAM Core, IdP, MC n UC.
HacTtpownka IDP

Beinyck ceptugpukata ansa IdP

Mo»XHO BOCMO/b30BaTbCA CepTMCbVIKaTOM cepBepa 6al'IaHCl/IpOBUJ,l/IKa, nnbéo BbINYCTUTb

camMmonoanucaHHbIN.

BbinycK camonognucaHHoro ceptudumkaTa:

® 3anycTtute PowerShell oT meHn agMmmHUCTpaTopa Ha ntobom n3 cepsepos PAM u

BbIMO/IHNTE KOMaHAYV:

New-SelfSignedCertificate -DnsName idp.domain.local -CertStorelocation cert:
\LocalMachine\My

JkcnopT cepTudukata ana ldP

1. 3anyctute ocHacTky MMC Ha cepBepe rge 6bin BbinyLleH cepTuduKaT 1 Bolbepute
cepTuduMKaTbl KOMMNbIOTEpPA.

2. MepenaunTe B pasgen finuHble (Personal), 0oTKPOINTE KOHTEKCTHOE MeHIo cepTudmKaTa u
Bbl6epuTe nyHKT Bece 3aaaum (All Tasks) - IkcnopT (Export). IkcnopT Heob6xoaMmo

BbINO/IHNTb ABa Pasa, C 3aKPbITbIM K/AHOYOM 1 6e3 3aKpbITOro Kakoua.
WmnopT ceptudukara ana IdP

1. NepeHecnTe aKCNOPTUPOBAHHbIE CepTUdUKATLI HA BTOPOIM CepBep yrpaBieHus.

2. OTKpoOWTe KOHTEKCTHOoe MeHIo daina .pfx 1 BoibepuTe YcTaHoButb PFX (Install PFX),
yCTaHOBUTe CepTUPUKAT B IMYHbIE KOMMNbIOTEpPA.

3. OTKpoOWNTe KOHTEKCTHOe MeHIo daina .crt v BoibepuTe YcTaHoBUTL cepTudUKarT (Install
Certificate), ycTaHoBUTe cepTUdUKAT B J0BEPEHHbIE KOPHEBbIE LIeHTPbl cepTudukaumm (3ToT
NYHKT HEOO6X0A4MMO BbINMOAHUTL M ANA NepBOro cepeepa. Ecm cepTugpuKkart He

CamMornoanucaHHbIk, TO He Hago).

HacTtpoiika ceptudpukara ana IdP

HacTpoiiKa BbiNnoaHAETCA Ha Bcex cepsepax.



1. 3anyctuTte ocHacTky MMC, OTKpOMTe KOHTEKCTHOe MeHto cepTudmrKkaTa 6anaHCUPOBLUMKA U
Bbl6epuTe nyHKT Bce 3agaum (All Tasks) - YnpaBneHue 3akpbiTbiMu Katodamm (Manage
Private Keys).

2. Haxkmute flobaBuTb (Add) B pasgene BesonacHocTb (Security).

. HaxkmuTe Paameluenue (Locations) 1 BbibepuTe 0KasnbHbIN KOMMbOTEP.

4. Beegute HaseaHuve nyna lIS AppPool\Indeed.idp v HaxxmuTe MpoBepuTb MMmeHa (Check

w

Names).

5. CoxpaHuTe nameHeHus.
HacTtpoika Indeed PAM IdP

HacTpoiiKa BbiNnoaHAETCA Ha Bcex cepsepax.

1. 3anycTtuTte ocHacTky MMC, oTKpoiTe cepTudUKaT banaHCMPOBLUMKA 1 NepenanTe Ha
Bknaaky CocraB (Details).
2. Hangute nyHkT OTneyatok (Thumbprint) u ckonupyitTe ero 3HaveHue

B Windows Server go 2019 npu konnpoBaH1K1 B Ha4ano CTPOKM BCceraa gobasnaeTca
HeneyaTaeMmbli CMMBO/, ero Heobxogumo yaanmte. B Win Server 2019 konupyeTca

HOPMasbHO.

3. OtkponTe dpann C:\inetpub\wwwroot\idp\appsettings.json n yka>knute ckonvpoBaHHbIN
OTneyaToK B KayecTBe 3HayeHus ana napametpa SigningCertificate

4. MNepeszarpysuTe lIS.

HacTponka komnoHeHToB PAM gna paboTbl C 6aNaHCUPOBLLMKOM

B darnax koHourypaumnm Indeed PAM Core, IDP, MC, UC, ProxyAPP, SSHProxy Heobxoanmo
n3meHnTb Bce URL KOMNOHEHTOB Ha agpec 6anaHCMPOBLLMKAE, KpOMe Tex, YTO NpegHa3HayeHbl A

paboTbl c ILS

Hanpumep:



C:\inetpub\wwwroot\pam\core\appsettings.json

"Auth": {
"IdpUrl": "https://haproxy.domain.local/idp",

"LogServer": {
"Appld": "pam”,
"Component": "server",
"EventCache": {
"Directory": "C:\\ILS\\Core",
"SendinglntervalSec": 10
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"Server": {
"Url": "https://srvl.domain.local/ils/api",
"Certificate": {
"Thumbprint": ",
"FilePath": ",
"FilePassword": ""
}
}

C:\inetpub\wwwroot\pam\idp\appsettings.json
"ldentitySettings": {
m"lderl": "https://haproxy.domain.local/pam/idp",
:'.I.DamSettings": {
"ManagementConsoleUrls": ["https://haproxy.domain.local/pam/mc"],

"UserConsoleUrls": ["https://haproxy.domain.local/pam/uc"],
"CoreUrls": ["https://haproxy.domain.local/pam/core"],



C:\inetpub\wwwroot\pam\uc\assets\config\config.prod.json

{

"env": {
"name": "PROD",
"lang": "ru",

"url": "https://haproxy.domain.local/pam/uc",

"core": {

"url": "https://haproxy.domain.local/pam/core"
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"idp": {

"url": "https://haproxy.domain.local/pam/idp",

"requireHttps": true

h

Mpumep darna /etc/haproxy/haproxy.cfg:

global
log /dev/haproxy/log localO # cm https://en.wikipedia.org/wiki/Syslog#Facility
log /dev/haproxy/log locall notice # notice - ypoBeHb OLLINMOKKN. BeCb CMMCOK: emerg, alert,

crit, err, warning, notice, info, debug
chroot /var/lib/haproxy # nameHAaemM AMPEKTOPMUIO BbINOIHEHMA 414 3alUTbl OT aTaK. nanka
nycTa 1 HeT npas.
maxconn 256 # MaKkcMmanbHOe KoM4YeCcTBO 0O4HOBPEMEeHHbIX NO4K/AHUYeHUN.
stats socket /run/haproxy/admin.sock mode 660 level admin # ceA3biBaeT cokeT c admin.sock
stats timeout 30s

# HemzmeHsaemble HacTponk HAPROXY
user haproxy
group haproxy

daemon # 3anycTuTb Npouecc B GOHOBOM pexkunme
defaults

log global

mode http

option httplog
option dontlognull

# TanmayTbl
timeout connect 5000
timeout client 50000
timeout server 50000
retries 3 # Kon-BO NONbITOK 40 TOro, Kak MOHM3UTbL CTaTyC cepBepa

# CTaTucTmka
stats enable
stats hide-version
stats realm Haproxy\ Statistics



stats uri /haproxy #3peCb yKa3biBaeM CCbIIKY Ha CTPAHULY CTATUCTUKMU
stats auth stat:stat
option httpchk HEAD / HTTP/1.0

# HacTponku goctyna

option redispatch # Mo3BONNT NONb30BaTENAM MPONTU K 4PYromMy CepBepy ecnm cepeep, Ha
KOTOPbIM CCbINAKOTCA UX KYKU, He paboTaeT

balance source # anroputm Bbibopa cepeepa (HaMMeHee 3arpyKeHHbI Mo NopaAaKY)

frontend frontend_pam
bind *:443 ssl crt /etc/ssl/certs/haproxy.domain.local.pem # HacTpolika nHTepdelica bpoHTeHaa C
yKasaHuem nNyTu K cepTudmKaTy 3TOro cepeepa
option forwardfor # nepegaTb OpUrMHasbHbIN ip agpec KAMeHTa cepeepy
aclurl_core path_beg /pam/core
use_backend backend_api if url_core
aclurl_idp path_beg /pam/idp
use_backend backend_idp if url_idp
aclurl_mc path_beg /pam/mc
use_backend backend_mc if url_mc
aclurl_uc path_beg /pam/uc
use_backend backend_uc if url_uc

backend backend_api
option prefer-last-server # NonbITKa MOBTOPHO UCMO/b30BAaTh TOXKE COeANHEHME K cepeepy
option httpchk GET /pam/core/health # npoBepka goctynHocTu npunoxxeHusa PAM Core
server PAM1192.168.1.1:443 ssl verify required check inter 5000 fall 3
server PAM2 192.168.1.2:443 ssl verify required check inter 5000 fall 3

backend backend_idp
option prefer-last-server # nNonbITKa NOBTOPHO MCMNO/b30BaTh TOXKE COegMHEHNE K CepBepy
option httpchk GET /pam/idp/ # npoBepKa gocTynHocTn npunoxKenna PAM Core
server PAM1192.168.1.1:443 ssl verify required check inter 5000 fall 3
server PAM2 192.168.1.2:443 ssl verify required check inter 5000 fall 3

backend backend_mc
option prefer-last-server # nonbITKa NOBTOPHO MCMO/1b30BaTb TOXKE coegMHeHne K cepeepy
option httpchk GET /pam/mc/ # npoBepkKa goctynHocTu npunoxkeHnsa PAM Core
server PAM1192.168.1.1:443 ssl verify required check inter 5000
server PAM2 192.168.1.2:443 ssl verify required check inter 5000

backend backend_uc
option prefer-last-server # NonbITKa NOBTOPHO UCNOMb30BaTh TOXKe CoeAnHEeHWe K cepeepy
option httpchk GET /pam/uc/ # npoBepka goctynHocTu npunoxkeHna PAM Core
server PAM1192.168.1.1:443 ssl verify required check inter 5000
server PAM2 192.168.1.2:443 ssl verify required check inter 5000
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