KoMnoHeHTbI
CepBep ynpaBneHus

Indeed PAM Core

LleHTpanbHbI KOMNOHEHT, yNpaBAaoLwWmin normkon paboTel Indeed PAM. MNpeactasnaeT cobom

web-npunoskeHue, paboTatollee Ha web-cepsepe Internet Information Services (IIS).

CocTas:
® ASP.NET Core npunoxeHue - core
3apgauun:

® (O6ecneynBaeT LeHTPanAM30BaHHOE ynpaBieHre Nob30BaTenaMmn CUCTeMbl.
® VYnpaBnaeT y4eTHbIMU AaHHbIMM 4OCTYMNa K pecypcam.

® [lpegocTaBnaeT rmbKMe HAaCTPOMKM Yepes NoAUTUKN 4OCTyna.

® XpaHWUT gaHHble NPUBUAErMPOBAHHBIX YYETHBIX 3anuncen.

® BbinonHAeT 3a4a4M N0 pacnucaHuto.

Indeed PAM IdP

LleHTp nageHTndmKaymu, oTBevaeT 3a NpoBepKy NOANMHHOCTM Nosib3oBaTenei. [pegctasnaer

coboit web-npunoxeHue, paboTatowee Ha web-cepsepe Internet Information Services (lIS).

CocTas:
® ASP.NET Core npunoxeHue - idp
3agauun:

¢ (OTBe4yaeT 3@ 0byyeHVe N NPoBepKY ayTeHTUDUKATOPOB.
® [lpegocTaBnaeT gaHHbIe O 4OCTOBEPHOCTWN NO/b30BaTes1e 0CTasbHbIM KOMMOHEHTaM

cncTembl.

Indeed PAM Management Console

Indeed PAM Management Console npegocTaBnseT nHTepdenc 4na HAaCTPOMKK, yNpaBaeHna n
ayauTa cuctemsl, ABndeTca rpadumndeckon obonoukoi gna Indeed PAM Core. NpegcTtanaeT cobom

web-npunoseHne, paboTatoLiee Ha web-cepsepe Internet Information Services (IIS).

CocTas:



® Angular npunoxxeHue - mc

3agaun:

® (Cnucok 3a4a4 NO/HOCTbH COOTBETCTBYeT pa3geny ALI,MVIHVICTpMpOBaHVIe.

Indeed PAM User Console

Indeed PAM User Console npegocTtaBnseT nHTepdenc 4na 4oCTyna K KOHeYHbIM
pecypcam. MpegcTtaenaeT cobo web-npunoxeHue, paboTtatowee Ha web-cepsepe Internet
Information Services (IIS).

CocTas:

® Angular npunoxeHue - uc

3agauun:

® OTobparkeHre AOCTYMHbIX YYeTHbIX 3anncer 1 pecypcoB, K KOTOPbIM MMeeT 40CTyn
KOHEYHbIN NoMb30BaTe b.

® [lpegocTaBaseT BO3MOXKHOCTb 3anycKa NpUBUAErMpoBaHHON CeCCUM.

Indeed Log Server

EQVHBIN )KypHan cobbITUM, ocylecTenaeT cbop 1 xpaHeHua cobbiTuii Indeed PAM. MNpeacTtaBnaeT

cob6oit web-npunoxeHue, paboTatowee Ha web-cepsepe Internet Information Services (lIS).

CocTaB:

® ASP.NET npunoxxeHue - ls

3agauun:

® (OTBe4yaeT 3a cO0Op M XpaHeHne CobbITUA.

® (O6ecneunBaeT HBbICTPYHO Bblgady COBLITUI MO 3anpocy.

Indeed PAM EventlLog

HononHuTtenbHbI Mogynb ana Indeed Log Server, npegHasHayeH ana 3anucm coboiTuin Indeed PAM
B KypHan Eventlog.



3agauun:

® (Ob6ecneurBaeT B3ammogelicTteue Indeed Log Server c EventlLog.

CepBep gocTtyna

Indeed PAM Gateway

Habop KoMNoOHEeHTOB, KOTOPLIE OTBEYaT 3a NpeaoCcTaBeHMe 40CTYNA K KOHeYHbIM pecypcam,
NIOrMpoBaHmne Nosb30BaTeNbCKUX CeCCUMIN, COXpPaHeHue 10roB B ¢palifioBoe XxpaHunuuie n o06paboTry

onepauui yTeHma ¢annoB Ha ANCKaX.

CocTaB:

® HactonbHoe npunoxeHne Windows - ProxyApp.exe

® [panBep ana paboTbl c parnoBor cuctemon - Pam.FsFilter

® Cnyx6a Windows gna B3ammogencteua c dunbtpom dannoson cuctemsl - Pam.Service
® MoandunumpoBaHHbln SSH knneHT - Putty.exe

® Pacwwupenue gna mstsc

® Habop ytuaut n bubnnotek - FFmpeg

® KoMMoHeHT A4nA KOHTPO1[ 3anycKa npoueccoB - ProcessCreateHook
3agauun:

® [pegocTaBngeT g4OCTYN K KOHeYHOMY pecypcy no npotokonam RDP\SSH n npoTtokonam
KANEHTCKUX MPUNOXKEHU.

® Begét 3anuck Buaeo 1 ¢doto noroe ana npotokonos RDP\SSH 1 npoToKon0B KAMeHTCKUX
NPUNOXKEHUN.

® BepnéT 3annch TEKCTOBbIX N0roB Ana SSH-ceccui.

® OtcnerkvBaeT 1 NepexBaTbiBaeT NepegaBaemMblie B ceccmax anbl.

® BhINo/HAET COXpaHeHMe 0roe ceccum B dannoBoe xpaHunuLe.

® BbinosHAeT NpoBepKy COCTOAHUA KAMEHTCKMX KomnoHeHToB Indeed PAM.

® KOHTpOnMpyeT A0CTYN K KpUTUYHBIM daiifiam 1 npoueccam

Indeed PAM SSH Proxy

KomnoHeHT oTBe4aeT 3a NnpegocTaBieHre 4oCTyna K KOHe4YHbIM pecypcam *nix no npoTokony SSH

M NormpoBaHuMe Nonb3oBaTenbCKUx ceccuit. MNpeactasnaeT cobon cnykoy Windows.

CocTas:



® (Cay»k6a Windows - Pam.SshProxy.Service
3agaun:

® [lpegocTaBnaeT 4OCTYN K KOHEYHbIM pecypcam *nix.

i Be,ﬂ,éT 3annNCb TEKCTOBbIX /IOroB N OCyLLecTB/1AeT UX COXpaHeHue.

Indeed ESSO Agent n Indeed Admin Pack

Habop KomnoHeHTOB oTBeYalLWMii 3a nepexsaT Gopm ayTeHTUPMKALNM NPUIOHKEHUIM N NOACTAHOB

KY B HUX MMEeHWN y4eTHOU 3anncm n napona.

CocTaB:

® Habop NpuAoXKEeHWH, CYKO M MHCTPYMEHTOB 419 B3anmogenctema ¢ dopmamm
ayTeHTudmnKaumm u KomnoHeHTamu Indeed PAM.

® PacwwupeHuna ansa bpaysepa: Internet Explorer; Google Chrome.
3agaun:

® [lepexBaT 1 3anosiHeHWe GopmM ayTeHTUPUKaLMM Web-NpunoXKeHnii n HaCToNbHbIX

npunoxxeHnit Windows.

Pecypcbl Windows

Indeed PAM Agent

KomnoHeHT npegHasHaydeH AnAa TeKCToBOro 1I0rMpoBaHnNA RDP-ceccun. npe,ﬂ,CTaBﬂFleT cobomn

HacTonbHoe npunoxkeHve Windows.

CocTas:
® Pam.Proxy.WindowsAgent.exe

3apgauun:



¢ OTcnerkuBaeT Ha3BaHMA 3anyCKaeMblX NPOLecCcoB.

® OTcnerknBaeT Ha3BaHWA aKTUBHbIX OKOH.

® PerucTtpupyeT KnaBuaTypHbI BBOA,.

® Otcbinaet Ha Indeed PAM Gateway heartbeat-coobleHna gna peructpaumm ceoen

dKTUBHOCTW.

Pabouee mecTo cOTpyaAHMKA

Indeed PAM Desktop Console

HactonsHoe npunoxeHune 4nA4 NnOAKAKYEeHMA K pecypCam.

CocTas:
®* MogudunumposaHHbin mRemoteNG.exe
3agauun:

® OTobparkeHre 4OCTYMHbIX PeCYPCOB, K KOTOPbIM MMeeT 4O0CTyN Nosb30BaTeslb.

® [pegocTaBnaeT BO3MOXKHOCTb 3aryCcKa Ceccuu.
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