OgHoBpemeHHanA 6anaHcupoBKa PAM Core 1 PAM Gateway

Mpu ogHoBpemeHHo 6anaHcnpoBKe cepeep HAProxy ByaeT npuHMMaTb 3anpochl U Kak Beb-

cepeep Ha agpeca core, n Kak RDS cepBep.

Heobxoanmo ykasaTtb agpec HAProxy B dannax:

C:\inetpub\wwwroot\pam\mc\assets\config\config.prod.json

"core": {
"url"; "https://haproxy.domain.local/pam/core”
13
"idp": {
"url™: "https://haproxy.domain.local/pam/idp",
"requireHttps": true

h

C:\inetpub\wwwroot\pam\uc\assets\config\config.prod.json

"core": {
"url": "https://haproxy.domain.local/pam/core"
%
"idp": {
"url": "https://haproxy.domain.local/pam/idp",
"requireHttps": true

h

C:\Program Files\Indeed\Indeed PAM\Gateway\ProxyApp\appsettings.json

"Core": {
"Url": "https://haproxy.domain.local/pam/core"

13
"Auth": {
"ldpUrl": "https://haproxy.domain.local/pam/idp",

C:\Program Files\Indeed\Indeed PAM\SSH Proxy\appsettings.json
"Settings": {

"CoreUrl": "https://haproxy.domain.local/pam/core",
"ldpUrl": "https://haproxy.domain.local/pam/idp",

Takum obpasom, B KoHPUrypaumm HAProxy gon»KHbl ObiTb HaCcTpoeHbl oTgenbHble frontend n

backend ana Kaxkgoro cepsuca.

Ona asyx PAM Core n ayx PAM Gateway kKoHdurypauma HAProxy npegcrtaBneHa Huxe:



global
log /dev/log local2 debug
chroot /var/lib/haproxy
pidfile /var/run/haproxy.pid
maxconn 4000
user haproxy
group  haproxy
daemon
stats socket /var/lib/haproxy/stats
stats timeout 30s
ssl-default-bind-ciphers PROFILE=SYSTEM
ssl-default-server-ciphers PROFILE=SYSTEM
ssl-dh-param-file /etc/haproxy/dhparams.pem

defaults
mode tcp
log global
option httplog
option dontlognull
option redispatch
balance roundrobin
retries 3
timeout connect 10s
timeout client Th
timeout server Th

listen stats
mode http
bind *:8888 ssl crt /etc/haproxy/haproxydomainlocal.pem
stats enable
timeout client 5m
timeout server 5m
stats realm Haproxy\ Statistics
stats uri /haproxy
stats auth stat:stat
stats hide-version
stats refresh 3s

frontend frontend_pam
mode http
bind *:443 ssl crt /etc/haproxy/haproxydomainlocal.pem
option forwardfor
aclurl_core path_beg /pam/core
use_backend backend_api if url_core
aclurl_idp path_beg /pam/idp
use_backend backend_idp if url_idp
acl url_mc path_beg /pam/mc
use_backend backend_mc if url_mc
aclurl_uc path_beg /pam/uc
use_backend backend_uc if url_uc



frontend frontend_sshp
mode tcp
bind *:22 # nopT He gonKeH coBnagaTb C U3HaYanbHbIM SSH nopTom gaHHOM Linux MalumHbI
log global
option tcplog
default_backend backend_sshp

frontend frontend_gw
mode tcp
bind *:3389
log global
option tcplog
tcp-request inspect-delay 2000
tcp-request content accept if RDP_COOKIE
default_backend backend_gw

backend backend_sshp
mode tcp
balance leastconn
option tcp-check
log global
tcp-check connect port 22
timeout server 30m
timeout connect 5000
server gwl gwl.domain.local:22 weight 10 check verify required ca-file /path/ca-cert.crt
server gw2 gw2.domain.local:22 weight 10 check verify required ca-file /path/ca-cert.crt

backend backend_api
mode http
balance source
option prefer-last-server
option httpchk GET /pam/core/health
server srvl srvl.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3
server srv2 srv2.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3

backend backend_idp
mode http
balance source
option prefer-last-server
option httpchk GET /pam/idp
server srvl srvl.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3
server srv2 srv2.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3

backend backend_mc
mode http
balance source
option prefer-last-server
option httpchk GET /pam/mc
server srvl srvl.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3
server srv2 srv2.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3



backend backend_uc
mode http
balance source
option prefer-last-server
option httpchk GET /pam/uc
server srv1 srvl.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3
server srv2 srv2.domain.local:443 ssl verify required ca-file /path/ca-cert.crt check inter 3000 fall 3

backend backend_gw
mode tcp
balance leastconn
option tcp-check
log global
tcp-check connect port 3389
stick-table type ip size Tm expire 12h
stick on src
default-server inter 3000 rise 2 fall 3
server gw1 gwl.domain.local:3389 weight 10 check verify required ca-file /path/ca-cert.crt
server gw2 gw2.domain.local:3389 weight 10 check verify required ca-file /path/ca-cert.crt
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