CepBucHble onepauum

CepBucHbie onepauun gna pecypcos Windows

CepBucHble onepaumnn gna pecypcos Windows BbINOAHAKTCA OT MMEHU AOMEHHOM UM SI0OKASIbHOMN

Yy4ETHOM 3anmcu:

® [lpoBepKa coeguHeHVsa C pecypcom

® CUHXPOHM3ALUMA NO0KabHbIX YYETHLIX 3anucemn

® [IpoBepKa Naponsa foKanbHbIX YY4ETHbIX 3anmcen
® lIameHeHMe Napoa NOKanbHbIX YY4ETHbIX 3anmcen
® [lony4enue gaHHbix 0 OC

® [lony4yeHue cnMcKa rpynn 6e3onacHoCTy

HacTponka gomeHHOM y4ETHOM 3anNmMCK B Ka4ecTBe CepBMUCHOM

1. BeinonHuTe BX0A Ha pecypc.

2. 3anyctuTe ocHacTKy YnpasneHue KomnbloTepom (Computer management)

3. NepenaunTe B pasgen CayxebHbie nporpammel (System tools) - JloKanbHbIe Nonb3oBaTenu
(Local Users and Groups) - Mpynnbl (Groups)

OTKpOMTe KOHTEKCTHOe MeHto rpynnbl AGMUHUCTPaTopbl (Administrators)

Bbi6epuTe nyHKT CBoicTBa (Properties)

HaxxkmuTe flobaButb (Add)

N o v ok

Bb|6epv|Te O4O0OMEeHHYH y‘-IéTHyI-O 3dMncCb, KOTOPAaA 6yLI,ET MCcnosib30BaTbCA B PpO/n CepBl/ICHOVI

anAa pecypca h HaxxMmumTe Ok

HacTpolKka nokanbHOM YY4ETHOM 3anNmMCKU B Ka4ecTBe CepB1UCHOM

Ecnu B KauecTBe CepBUCHOM YHETHOM 3anmMcK bygeT McnoAb30BaTbCA /IOKA/bHbIM BCTPOEHHbIN
(built-in) agmuHucTpaTop, TO AONOAHUTEbHAA HACTPOMKa He TpebyeTca. Ecnum B KauecTse
CepBMCHOM YY4ETHOM 3anncm byaeT MCNoAb30BaThCA He BCTPOEHHasA /I0KasibHaA y4eTHanA 3anmcb

dAMHNCTPATOopa, TO HEO6XO,C|,VIIVIO:



1. BeinonHuTe Bxoga Ha pecypc.

2. 3anycTuTe ocHacTKy YnpaeneHue KomnbloTepom (Computer management)

3. NepenaunTe B pasgen CayxebHbie nporpammel (System tools) - JloKanbHble nonbaoeatenm (L

N o v ok

ocal Users and Groups) - Mpynnbi (Groups)

OTKpOMTe KOHTEKCTHOe MeHto rpynnbl AgMUHUCTPaTopbl (Administrators)

Bbi6epute nyHKT CBoicTBa (Properties)

HaxxkmuTe flobaButb (Add)

BbibepuTe f0KanbHy0 YUETHYHO 3anunck, KoTopas 6yaeT MCNoNb30BaThCA B PO/IM CEPBUCHOM

anAa pecypca U HaxxMmmTe Ok

8. 3anycTtute PegaKtop peectpa (RegEdit)

9. PackpounTe BeTKy

10.
1.
12.
13.
14.

HKEY_LOCAL_MACHINE\SOFTWARE\Microsoft\Windows\CurrentVersion\Policies\System\
OTKpoONTe KOHTEeKCTHOoe MeHto pa3aena System

Bui6epute nyHKT Co3gaTk (Create) - Mapamerp DWORD 32 (DWORD (32-bit) Value)

BeeanTe Ha3BaHme napameTpa - LocalAccountTokenFilterPolicy

OTkponTe KoHTeKcTHoe meHo napameTpa LocalAccountTokenFilterPolicy

Bbibepute nyHKT U3meHuTb (Modify) n yctaHosuTe 3HaueHue: (Value data:) pasHoe 1

HacTpolika peecTpa Heobxoanma n3-3a orpaHudeHni yganéHHoro ynpasnedna WinRM ans Bcex

NOKasnbHbIX YY4ETHBIX 3anucei, kpome scTpoeHHoro (built-in) agmuHncTpaTtopa.

HacTpoika Indeed PAM Core g4 BbINOAHEHNA CEPBUCHbBIX ONepaLnii 0T UMeHMU /IOKaIbHbIX YYETHbIX 33

pecypca

CepBVICHbIe onepaunn BbiNO/IHAGTCA NPy NOMOLLA WinRM, 018 NCMNo/Ib30BaHMA /10KA/IbHbIX

YUYETHbIX 3anucen pecypca B KayecTBe CepBMCHbIX He06X0AMMO 406aBUTL pecypc B CNMCOK

posepeHHbIX TrustedHosts Ha cepsepe Indeed PAM Core.

Hactpoiika TrustedHosts

1.
2.
3.

BeinonHuTe Bxoga Ha cepiep Indeed PAM Core
OTkporite KomaHgHyto cTpoky (CMD) oT umeHu agMmuHMcTpaTopa

BbinonHuTe KomaHay

C:\>winrm s winrm/config/client @{TrustedHosts="Resourcel.domain.local, Resource2.domain.local"}

YKa3aHHble pecypcbl 6yayT Aob6aBneHbl B CNUCOK 40BEepPeHHbIX.



Mpun gob6aBneHMN HOBbIX PeCypCoB B CMMCOK A0BePeHHbIX HeobX0AMMO YKa3biBaTb

A06aBneHHble paHee pecypchbl M HOBbIe, TaK KaK HOBOEe 3HayYeHue nepe3anncbiBaeT cTapoe.

@{TrustedHosts="Resourcel.domain.local, Resource2.domain.local, Resource3.domain.local"}

CepBucHbie onepauunu B Active Directory

HacTpolka cepBMCHOM Yy4ETHOW 3anncum

1. 3anyctuTe ocHacTky Active Directory - nonb3oBaTtenu n komnbtoTepsl (Active Directory Users
and Computers).

OTKpoMNTe KOHTEKCTHOE MEeHH KOHTeHepa UAn nogpasgesneHus.

Bbi6epuTe nyHkT Co3gaTk (Create) - Monb3sosaTtens (User)

YKarkute numa, Hanpumep, IPAMADServiceOps

3anonHuTe obA3aTenbHbIe N0AA 1 3aBepLuMTe Co3g4aHne YY48THOM 3anncu.

OTKpONTEe KOHTEKCTHOEe MeH KOHTelHepa, NogpasaeneHns UM KopHa gomMeHa.

BbibepuTe nyHKT CBOMCTBA (Properties)

MepeiguTe Ha BKNaagKy besonacHocTb (Security)
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HasxkmuTe [lobaButb (Add)
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BoibepuTe yuéTtHyto 3annce IPAMADServiceOps v HaxkmuTe OK
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. Haxxmute flononHutensHo (Advanced)
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. BbibepuTte yuétHyto 3anmcs IPAMADServiceOps v HaxkmuTe UameHuTs (Edit)

—_
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. YcTtaHoBuTe gna nona NpumeHaeTca K: (Applies to:) 3HaueHve [louepHue 06beKThi:
Monb3osaTtens (Descendant User objects)
14. B pasgene Paspewenus: (Permissions:) otmetsTe C6poc napona (Reset password)

15. CoxpaHunTe BHECEHHbIe N3MeHeHWA

CepBuCHbIe onepaumn a4na pecypcos *nix

CepBucHbIe onepaumm gaa pecypcoB *nix BbIMOAHAKTCA OT MMeHW /1I0Ka/IbHOW CePBUCHOMN YHETHOM

3anncu:

® [lpoBepKa coeguHeHns C pecypcom

® [loMCK y4ETHbIX /I0Ka IbHbIX 3anMcen gocTyna

® [IpoBepKa Naponsa A0KanbHbIX YY4ETHbIX 3anmMcen gocTyna
® lIameHeHMe Napoa N0KanbHbIX YYETHbLIX 3anmMcen gocTyna
® [lonyyenue gaHHbix 0 OC

® [lony4yeHue cnMcKa rpynn 6e3onacHoCTy



Co3gaHne n HacTpoMKa CepBMUCHOM YY4ETHOWM 3anuncum

1. BbinonHuTe BXOA Ha pecypc
2. 3anyctute TepmuHan (Terminal)

3. Co3pganTe nonb3osaTens, Hanpumep, IPAMService

adduser IPAMService

4. lobasbTe nonb3osatens B rpynny SUDO

usermod -aG sudo IPAMService

HacTponka rpynnbl NpuBUAErMpoBaHHbIX YYETHbIX 3anmncen

ABTOMaTUYECKUIM MOUCK N gobaBneHme y4eTHbIX 3anmceit goctyna B Indeed PAM BbinonHaeTcA Ha
OCHOBaHMM UX NpaBa Ha BbiNonHeHe KomaHabl SUDO. [1na npegocTtaBneHna npae Ha BbINOsIHEHWe

KomaHgbl SUDO Heobxoammo BHecTu nameHeHusa B pain /etc/sudoers



	Сервисные операции

