Indeed AM

© HacTtponka goctynHa npu BrkaoyeHun onuum MHTerpauma ¢ Indeed Access Manager B

pa3sgene 06wme PpyHKumMmM Mactepa HacTporiku Indeed CM.

Indeed Certificate Manager mo»<eT 6bITb MHTErPUPOBAH C NPOoAYKTaMK KoMNaHun Hgng, —
Indeed Access Manager n Indeed AM Enterprise Single Sign-0n. IHTerpauma no3sonuTt
06begMHUTL onepaLumnmy BbiNyCcKa YCTPOMCTBA, 3anpoca cepTudmKaTa, 3anmucu ceptudmKkaTta u

perncTpaunm ayTeHTMduMKaTopa B egnHbIN npouecc.

BbinyweHHoe nogo6HbIM 06pa3omM yCTPOMCTBO MOXKeT ObiTb MCMO/b30BAHO NO/b30BaTeeM
KaK anfa ayTeHTudunkaumm B gomeHe n SSO-npunoxenuvsax, Tak 1 ana undposon nognucm nnm
AOCTYyMa K pecypcam, TpebyLwmnx Hannume nepcoHanbHbixX cepTudurKkaTos. MHTerpauma mexay
cMcTemMamm BO3MOXKHa Ha 1tobom 3Tane, He3aBUCMMO OT TOro, KakoM 13 NPOAYKTOB ObiN

pa3BepHYT paHbLue.

HacTtpownka nHterpauymm cnctem Indeed CM v Indeed AM cocTonT 13 ABYX 3TanoB:

® VYcTaHOBKA M HAaCTpoliKa Heobxogumoro M0

® KoHdUrypmpoBaHue napamMmeTpoB MHTerpaumnm
Ha nepBom 3Tane HE06X0AMMO BbINOAHUTb YCTAHOBKY C/leAyHLWMX KOMMOHEHTOB:

® Indeed Administration Tools (111 Indeed Admin Pack) Ha Kaxabli cepeep Indeed CM
® Indeed Extended Security Provider Ha kaxxabii1 cepeep Indeed AM
® Indeed SmartCard + PIN Provider Ha Kaxkgbiin cepep Indeed AM

© Indeed Administration Tools noctaenseTca B guctpmbyTnee cuctemol Indeed Access
Manager.
Indeed Extended Security Provider 1 Indeed SmartCard + PIN Provider noctaBnseTca no

3anpocy cny»Kboi TexHMuecKon nogaepkku KomnaHuu Indeed Identity.

A TakKe BbINONHUTb HacTponky Extended Security Provider:

® CosgaTtb rpynny 6esonacHocTu Indeed-ID Enrollment Admins cornacHo PykoBogcTBy no
yCTaHoBKe 1 3KkcnayaTaunm Indeed Extended Security Provider.
® [lo6aBUTb CEPBUCHYHO y4eTHyto 3anuch (‘servicecm’) B rpynnsl 6esonacHoct Indeed-1D

User Admins u Indeed-ID Enrollment Admins.


https://guides.indeed-company.ru/pages/viewpage.action?pageId=80314801
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Ha BTopom 3Tane HeobxoaMmo 3a4aTb NapameTpbl MHTerpauum B NoAUTUKE UCNOMb30BaHUA
ycTporcTs B Indeed Certificate Manager. lNepengnte B pasaen Indeed AM B KoHdUrypaumm

BbIBpPaHHOW NOAUTUKKM 1 oNpegenuTe napameTpbl paboTsl ¢ Indeed AM.



MNapameTpbl MHTerpaunu c Indeed AM.
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OnucaHue

Ecnv onumA BKAKOYEHA, TO NpUY BbiNyCcKe ycTponcTea B cucteme Indeed CM byaeT
BbINyCKaTbCA M ayTeHTUdMKaTop «CmapT-KapTa nam USB-Kntou + PIN» B cucteme Indeed
AM.

Ecan onuma BkAtodeHa, To Indeed CM bygeT obpawaTtbca K npokcu-cepeepy Indeed AM,
KOTOPpbI HanpaBuT 3anpoc Ha cepeepsl Indeed AM. Vicnonb3oBaHWe NpoKcu-cepeepa
Heobxogumo, ecnn cepsepsl Indeed CM pacnonaratoTca 3a npegenamMmm gomeHa, B

KOTOpOM ycTaHoBeHa cuctema Indeed AM.

Aapec, no koTopomy goctyneH Indeed AM Proxy Server.

YuyeTHble gaHHbIe nosb3oBaTend (JIOrvH U 4OMEeHHbIV Mapo/b), BXOAALLEro B rpynmbl

6e3onacHocTu Indeed-ID User Admins u Indeed-1D Enrollment Admins.

Ecnun onumAa BKAKOYEHa, To Npu Bbinycke ycTpoicTea B Indeed CM nonb3osaTento byger
paspeLueHo 1cnosnb3oBaHue TexHonoruv Indeed ana ayteHTUdMKaLMM B gomeHe npum

nomowm KomnoHeHTa Indeed AM Windows Logon.

Ecan onuma BKAKOYEHa, To Npu BbiNycKe ycTponcTea B Indeed CM nonb3oBaTento byget
pa3peLueHo 1Cnosb3oBaHMe TexHonornu Indeed ansa ayTeHTUOUKaLMM B MPUIOXKEHUAX

npu nomowm KomnoHeHTa Indeed AM Enterprise SSO Agent.

Ecnu onuma BKAKOYEHa, TO Npu Bbinycke ycTponcTea B Indeed CM ana nonb3oBaTens
OyaeT ycTaHOB/IEHa ONUMA reHepauumn cay4aHoro 4oMeHHoro napons. B atom caydae
npw UCTeYeHMM CPOKa AeNCTBMA Napona HOBbIN Naponb byaeT creHeprpoBaH

cny4yariHblM 06pa3om 1 byaeT nssecteH TonbKo cucteme Indeed AM.

Pa3peweHuna Ha ncnonbsosaHme Indeed AM Windows Logon, Indeed AM Enterprise Single Sign-

On 1 reHepauuto cy4aHoro Napona byayT BbiKAKYEHbl B C/lyYae yaaneHusa nocaegHero

3aperncTpupoBaHHOro ayTeHTUdMKaTopa Nonb3oBaTens.



Hanpumep:

Ecnm y nonb3oBaTenda He 6bI10 HXM 04HOro ayTeHTUdMKaTopa B cnucteme Indeed AM 1 HU
ogHoro ycTponcTea B cucteme Indeed CM, To nocsne BbiNyCKa yCTPOMCTBA C HACTPOEHHbIMM
napameTpamu MHTerpaumm y nosb3osaTtesns NoABUTCA 0gMH ayTeHTudmkatop («Cmapt-
kapTa unm USB-kntou + PIN») B cucteme Indeed AM 1 ogHo ycTpoiicteo (Hanpumep, eToken)

B cucteme Indeed CM,

B cnyuae yganeHusa yctporictea B Indeed CM, yganntca n ayteHtudmnkaTop B Indeed AM, a
ecnun ApYyrnx 0by4eHHbIX ayTeHTUOUKATOPOB HET, OTKAKUATCA U pa3peLleHns Ha
ncnonb3oBaHue Indeed AM Windows Logon, Indeed AM Enterprise Single Sign-0n w
reHepauma cayyariHoro napona (ecnm xota 6bl 04HA M3 3TUX OMNUMIA Bblna aKTUBHA Ha

MOMEHT OT3bIBA).
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